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Vd har ordet

Ké&ra kund och égare,

Det gangna éret har pd manga vis varit mycket speciellt
med tanke pd de effekter som féljt av pandemin. Fér

SH Pension har det dessutom varit ett ar dar vi péborjat
var resa mot att omvandlas till en tjdnstepensionsféren-
ing. Sedan 1946 har Svensk Handel Pensionskassan verkat
for att ge god pension till medlemmar inom Svensk
Handel. Det kommer vi fortsatta géra éven framdat men
som tjanstepensionsférening kommer vi kunna vidga vér

malgrupp.

Under 2020 har vi ansékt om omvandling till tjéinstepen-
sionsforening vilket ér en féljd av ny reglering for tjanste-
pensionsféretag, dar EU direktivet IORP Il genomférts i
svensk ratt genom lagen (2019:742) om tjdnstepensions-
féretag. Vihar under dret lagt ett stort fokus pd att
anpassa oss till detta. Det dvergripande syftet med det
nya regelverket vi kommer att lyda under ar att skydda
och erbjuda trygghet fér framtida pensiondrer.

Jag tilltrédde som ny vd i mars 2020 med uppdraget att
ombilda pensionskassan till en blomstrande tjdnstepen-
sionsférening. Ett mycket tilltalande och spénnande
uppdrag som vi tillsammans arbetar hart fér varje dag
sedan dess.

Arets nyckeltal

N&r visummerar &r 2020 kan vi konstatera att vi har
lyckats skapa en god avkastning till vara pensionssparare,
trots osckerheten pd de ekonomiska marknaderna.
Totalavkastningen i den traditionella portféljen blev 8,7
procent, vilket ar bland de hégsta pd marknaden. | mars
konsoliderade vi antalet férvaltare inom den traditionella
vilket innebdr en vasentlig kostnadsminskning.
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Vi hojde per 1 oktober &terbaringsréntan till 4 procent.
Konsolideringsgraden ar hég (129 procent fér premie-
bestamd férsakring per 31 december 2020) och solvens-
graden likasd (153 procent per 31 december 2020) vilket
visar pd god finansiell styrka. Det betyder att vi har god

férmaga att klara vara pensionsdtaganden éver tid och
mojlighet att fortsatta ge god &terbdaring.

Det férvaltade kapitalet uppgick vid arsskiftet till

ca 6,65 Mdr, vilket ar i samma nivé som forra drsskiftet.
Detta trots en best&ndséverlatelse av privatbestdnd om
cirka 1300 kunder och drygt 300 miljoner kronor som vi
inte kan behdlla till féljd av att vi blir tjanstepensions-
férening.

Den goda avkastningen dr ett resultat av en valdiversi-
fierad portféljkonstruktion, dar samtliga tillgéngsslag har
bidragit positivt till portféljen. Tillgdngsslaget aktier och
da sarskilt svenska aktier, tillsammans med fastigheter
st@r for en stor del av avkastningen. Under en femdrs-
period har den genomsnittliga avkastningen varit

7,3 procent per ar (2016-2020).



Omvandling och utveckling

De anpassningar som krévs for att omvandlas fran
pensionskassa till tjdnstepensionsférening har gatt mycket
bra och vi ligger i fas. Tidplanen fér den nya lagstiftningen
att trada i kraft har dock férdréjts till 1 maj 2021.
Anpassningarna handlar framférallt om nya och mer
omfattande rapporteringskray, styrning och uppféljning
samt erbjudandeanpassning.

Virenodlar oss mot tjdnstepension, vilket redan idag ér
den absoluta merparten av vart bestand. Vi kommer
ocksa fortsatt erbjuda tilléggsforsakringar som har ett
naturligt samband med tjanstepension. Vi har till foljd av
detta passat pd att ta ett omtag om var strategi och
bland annat gjort kund- och omvdrldsanalyser under éret.
Det har resulterat i viktiga insikter om méjligheter och
utvecklingsbehov som lett fram till nya langsiktiga mal
och starten pd en férandringsresa.

Ett annorlunda ar

Till f6ljd av Covid-19 har vi under merparten av aret
arbetat pé distans. Den digitala omstallningen har gatt
férhéllandevis bra, vi kanner oss trygga med att I6pande
verksamhet kan uppratthdllas pé ett bra satt. Vi vet dock
att v@ra kunder har drabbats olika hért i sina verksam-
heter under pandemin och att det har varit utmanande fér
samhadllet och fér individer. Vi har anpassat oss successivt
for att pd basta satt ge service efter olika behov och det
arbetet kommer fortsatta.

Organisationen

Under éret har vi etablerat en ny koncernledning och i
samband med det gjort viss omorganisation for att oka
samverkan och bdttre stétta véra framtida behov. Vi har
kompletterat med ny kompetens inom juridik och verk-
samhetsutveckling.
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| vart dotterbolag Svensk Handel Fondférsaékring AB har vi
anstdllt en tillférordnad vd frdn och med september 2020
med uppgift att verkstélla det inriktningsbeslut som
fattats om att inférliva fondférsakringsverksamheten i
moderbolaget. Vi dr dessutom i full fard med att starka
upp med fler resurser inom IT, férsaljning och radgivning
och ser fram emot att i stérre utstréckning kunna méta
befintliga och nya kunder under 2021. Det gdller oavsett
om det ar via telefon, i digitala méten, via inloggnings-
tjdnster, mejl eller i ett fysiskt méte.

Framat

For SH Pension kommer det vara viktigt att fortsatta vara
féretagarens partner for tjanstepension. Vi vill med ett
utvalt erbjudande géra det enkelt fér féretagare och bidra
till att skapa trygghet, bdde under arbetslivet och som
pensionar.

Viser med nyfikenhet och tillférsikt fram emot ett nytt
handelserikt &r dar vi tillsammans med vara kunder och
samarbetspartners bérjar skriva ett nytt kapitel i

SH Pensions historia

Annelie Helsing
Vd Svensk Handel Pensionskassan



Ordforande
har ordet

Under éret som gatt har styrelsen haft fullt fokus pd att
uppfylla Lag (2019:742) om tjanstepensionsforetag ,som
Svensk Handel Pensionskassan beslutat tilldmpa och
darmed anséka om tillstdnd fér hos Finansinspektionen. Det
innebdr att vi blir en tjéinstepensionsférening under 2021
och med det uppfyller vi alla de nya krav som &léggs oss.

I mars 2020 tilltréde Annelie Helsing som ny vd med ett
tydligt mandat fran styrelsen om att skyndsamt pé&bérja
SH Pensions forandringsresa med fokus pé att anpassa
och utveckla vér marknadsposition. Det har krévt
genomgripande foréndringar med bland annat kompe-
tensskifte for att kunna méta framtida férvantningar frén
sévdl kunder som omvérlden i 6vrigt, och redan idag ser vi
resultat med hég framétdrift och stort kundfokus i
verksamheten.

Styrelsen har ocksa tagit beslut om att konsolidera var
kapitalférvaltning i den av Svensk Handel Pensionskassan
etablerade SH Pension Investment Fund i vilken vi tillsam-
mans med Mercer som &r en global aktér och med ett
starkt team i Sverige, méjliggjort en stark avkastning.
Detta trots rédande pandemi som onekligen skakat om
kapitalmarknaden under dret.

Svensk Handel Pensionskassans méngdriga fastighets-
bestdnd ar en viktig tillgdng och utgér idag drygt 30
procent av traditionellt férvaltat kapital. En stabil tillgéng
som over tid 6kat betydligt i varde. Styrelsen tog under
dret ett strategiskt beslut om att 6ka férvantningarna pé
fastigheternas direktavkastning genom att konsolidera
bestdndet. Efter en genomgripande utvérdering
beslutade styrelsen att avyttra fastighetsbestandet i
Malmé till férman for bostadsfastigheter i Stockholm.
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Svensk Handel Pensionskassan gér mot nya tider men
6msesidigt dgande kvarstdr. Det betyder att dverskottet i
verksamheten delas ut till kunderna, bland annat i form av
Gterbdring. Inga sérintressen ges ndgot utrymme utan du
som pensionssparare fér ta del av vart resultat.

Med dessa ord ber jag nu fé& tacka fér mig d& min mandat-
period ér till anda. Jag ar stolt 6ver fértroendet och det
goda samarbete som genomsyrat styrelsens arbete. Jag
ser nu fram mot att f& ta del av mitt pensionssparande
som funnits i Svensk Handel Pensionskassans férvaltning
sedan bérjan av 1990-talet och som visat sig vara ett av
mina basta beslut!

Hans Léwlund
Styrelseordférande, Svensk Handel Pensionskassan
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Omoss

SH Pension

Vi dr den medlemséagda pensionskassan som ar
specialiserad pa féretag, féretagare och anstallda inom
handeln. Sedan 1946 har vi arbetat fér att géra pension
och férsakringar sd enkelt och [6nsamt som méjligt for véra
kunder. V&rt mal ar att skapa trygghet fér dig bade under
arbetslivet och som pensiondr.

Det naturliga valet fér diginom handeln

Med 75 ars erfarenhet har vi gedigen kunskap om handeln
som bransch. Det gér att vi kan ge dig trygghet pa ett helt
annat satt an véra konkurrenter. Vivet vilka pensions-
[6sningar som kravs i féretag som ofta ar familjedgda.
Viforstar ocksa vilka personer som ar barande for
féretaget och hur man kan minimera risken fér att verksam-
heten ska blilidande om n&got ovéntat skulle handa.
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Vitar det personligt

Nér det kommer till att ge personliga rad finns inget s&

viktigt som den personliga kontakten.

Hos oss far du alltid ett personligt bemétande och hjalp
som utgdr frdn just dina férutsattningar och dnskemal.

Foértroende ar allt

Alla véra rédgivare ér licensierade via SwedSec, som staller
héga krav pé kunskap och etik. Viharinga provisioner
vilketinnebdr att viinte tjanar pd att rekommendera
onddiga férsakringar. Du kan med andra ord vara saker pé
att vi alltid ger férslag pd 16sningar som passar just din
situation och énskemal. Eftersom vi ar en kundégd
organisation gar dessutom éverskottet i var verksamhet
tillbaka till dig som pensionssparar hos oss.



Vart erbjudande

Pension

| takt med att den allménna pensionen minskar, blir
tjdnstepensionen allt viktigare. Som féretagare méste
du sjalv ansvara fér tjéanstepensionen som for ménga
anstdllda annarsingdri anstéllningen.

Vierbjuder tjanstepensionslésningar fér bdde dig och
dina anstdllda.

Traditionell férsakring - vi tar hand om allt

Forsakring med traditionell férvaltning ér en enkel och
trygg sparform. Alla som sparar med var traditionella
férvaltning fér sina pengar placerade pd samma satt,
vilket innebdr att duinte behéver fatta négra egna beslut.

Den stérsta férdelen med traditionell forvaltning ér att du
blir garanterad en viss pension den dagen férsakringen bérjar
betalas ut. Vi dr dessutom kundégda, vilketinnebér att
6verskottet gértillbaka till dig som pensionssparar hos oss.

Fondférsakring

Hos oss kan du ocksé placera ditt sparandei ett utvalt
sortiment av fonder.

Vért fondkoncept ar fér dig som sjalv vill vara mer aktiv och
pdverkainriktningen pa ditt sparande. Du kan byta fonder
nar du vill och de fonder du kan vélja bland ar utvalda fér
du ska ha goda méjligheter till avkastning, men ocksé kun-
na sprida dina risker.

Vihjalper digigéng med en I6sning som passar just dina
férutsattningar och énskemal.
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Riskférsdkring

Vivet vilka risker som finns for dig som driver féretag.
Darfér erbjuder viférsékringar som minimerar risken for
att din verksamhet ska drabbas om ndgot skulle hédnda dig,
din personal eller négon av dina familjemedlemmar.

Fér m&nga av vara kunder gér familjen och féretaget hand
i hand. Darfor erbjuder vitrygghet for bdgge, med forsdk-
ringar som:

- Sjukvardsférsakringar for dig, din familj och dina
anstdllda, med tillgéng till vardplanering, specialister
och privata vérdgivare.

- Gruppfoérsdkringar for dig och din familj, med
ekonomiskt skydd ifall du, din partner eller era barn
skulle drabbas av olycksfall, sjukdom eller i varsta fall
g bort.

- Tjénstegrupplivférsdkring for att ge dina anstéllda
och deras familjer trygghetihdndelse av bortgéng.

Signerat AH, HL(d, HB, AT, LS, MB, JA, JSd, PN, HP



"Viardet
kundagda
alternativet
dar alla far
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F6rva|tningsber6tte|se Styrelsen och verkstéallande direktéren (vd) for Svensk
Handel Pensionskassan, Férsdkringsférening, organisa-

tionsnummer 802005 - 5631 (nedan bendmnd Pensions-
kassan), far hédrmed avlédmna &rsredovisning och koncern-
redovisning fér verksamhetséret 2020. Pensionskassan har
sateiStockholm.

Allméant om verksamheten

Pensionskassan dr en férening som &gs av forsakringsta-
garna och verksamheten bedrivs enligt dmsesidiga princi-
perienunderstddsférening.

Koncernen bestdr av moderbolaget Svensk Handel Pen-
sionskassan, Férsakringsférening och det heldgda dotter-
bolaget Svensk Handel Fondférsékring AB (nedan be-
nédmnd Fondférsakringsbolaget), organisationsnummer
516406 -0310.

Koncernen tillhandahdller individuella premiebestamda
pensionsférsakringar och ITP-liknande férmansbestémda
forsdkringar, fér medlemmari Féreningen Svensk Handel,
delégareibolageller medlem i annan organisation som ér
knuten till féreningen

Dessutom tillhandahdélls fondférsakring och riskférsékring-
ar frén fondférsékringsbolaget

Verksamheten bedrivsien gemensam organisation for
Pensionskassan och Fondférsdakringsbolaget. Ett upp-
dragsavtal @r upprattat mellan féretagen och innebér
bland annat att Pensionskassan képer rddgivning frén
Fondférsékringsbolaget, dar samtliga rddgivare inom
koncernen dr anstdllda. Fondférsdkringsbolagetisin tur
képer bland annat férsékringsadministration, systemut-
veckling samt ansvarig aktuarie frdn Pensionskassan.

Under &ret har vd Annelie Helsing ersatt tf vd Lena Schelini
Pensionskassan. | Fondférsdkringsbolaget har tf vd David
Blocho ersatt tf vd Catrina Ingelstam

Vasentliga hédndelser under rékenskapséret

Under 2020 beslutade styrelse och féreningsstdmmaii
Pensionskassan att anséka om ombildning till tjéinstepen-
sionsférening. Dessutom har ettinriktningsbeslut fattats
att efter det inférliva fondférsakringsverksamheten i tjans-
tepensionsféreningen genom bestandsoverlatelse. Aret
har darfér préglats av forberedelser infor Finansinspektio-
nens beslut. Bland annat har Pensionskassans bestand av
privat férsakring éverlatits till SPP, vilket motsvarade till-
gdngar om drygt 300 Mkr.

Justerat for best@ndséverldatelsen har det forvaltade kapi-
talet 6kat tack vare en stark avkastning, trots turbulens pé
finansmarknaderna under férsta kvartalet. Detinnebar
att dterbdringsrantani oktober kunde héjastill 4 procent
(frdn 3 procent) fér de premiebestdmda traditionellt for-
valtade forsakringarna.
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Under @ret har en sedan tidigare beslutad konsolidering av
kapitalférvaltare fullféljts. Samtliga investeringar férutom
innehavidotterbolag, onoterade innehav ochinnehavi
direktaga fastigheter ingdr nu under ett avtal. Parallellt
har fastighetsbest&ndet koncentrerats till bostadsfastig-
heteriStockholm. En strategi som berdknas fullféljas med
dessista transaktionerna under férsta halvéret 2021.

Pensionskassan som tjénstepensionsférening

Det andra tjénstepensionsdirektivet frén 2016 (Europa-
parlamentets och r&dets direktiv (EU) 2016/2341 av den
14 december 2016 om verksamheti och tillsyn 6ver tjénste-
pensionsinstitut), ofta kallat IORP ll-direktivet, har imple-
menteratsi Sverige genom Lag (2019:742) om tjdnstepen-
sionsféretag. Syftet med IORP Il ér bland annat att
sdkerstdlla att tjdnstepensionsféretag ar finansiellt sunda,
ger 6kat skydd och merinformation till kunderna, undanré-
jahinder fér granséverskridande verksamhet och upp-
muntra l&ngsiktiga och ansvarsfulla investeringar.

Lageninnehdller rérelseregler som sarskilt galler for for-
stkringsforetag som erbjuder tjanstepensionsférsakringar,
detvill sdga forsakringar som ér knutna till en anstdlining.

IORP II-direktivet ar ett s& kallat minimiharmoniseringsdi-
rektivsom ger medlemslénderna méjlighet attinféra
stréngare regler dn de som féljer av direktivet. Denna mgj-
lighet har utnyttjats av den svenska lagstiftaren.

Som ettledigenomférandet av IORP lI-direktivet har Fi-
nansinspektionen under 2019 fattat beslut om flera nya
och omarbetade féreskrifter och allménna réd som gdller
for tjnstepensionsféretag.

Tilldmpningen av lag om tjdnstepensionsféretag innebdr
bland annat att nya nyckeltal fér solvens inférs. Ett riskba-
serat kapitalkrav stéllsirelation till kapitalbasen som ett
matt pd solvenskvot. | det férberedande arbetet har Pen-
sionskassans styrelse redan faststallt ett intervallinom
vilket solvenskvoten far variera som ett matt pé riskaptit.
Riskminimerande &tgarder ska vidtas om solvenskvoten
ndrmar sig den l&gre nivaniintervallet. Detta kommer att
vara en central delidet|6pande riskhanteringsarbetet.
Metoden férvantas ge ungefér samma métt pa stalining
som dagens trafikljussystem, vilket initiala berdkningar
bekraftar.

Inom kapitalférvaltningen fortydligas krav pd aktsamhet,
riskspridning och dgaransvar. Samtidigt 6ppnas fér mojlig-
heten att koppla héllbarhetskrav till investeringsriktlinjer-
na. Pensionskassan har redanihég grad anpassat investe-
ringsverksamheten till nya krav. Sedan tidigare finns en
process dar den aktuella skulden till férsdkringstagarna
utgér utgdngspunkten for tillgédngarnas allokering. Av-
kastningskravet och beslutad riskaptit leder slutligen fram
tillen normalportfélj for investeringarnas férdelning mellan
tillgadngsslag.
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Forsakringstekniska avséttningar kommer Gven fortsétt-
ningsvis att vara beréknade med aktsamma antaganden.
Dessa antaganden ses éver pé l16pande basis och éndras
vid behov fér att battre spegla verkligheten. Den diskonte-
ringsrénta som anvdnds fér att vardera forsdkringsteknis-
ka avsattningar férdndras, vilket innebdr att férsékrings-
tekniska avsattningar direkt efter omvandlingen férvantas
attvarandgotlégre édnidag.

Rapporteringen till tillsynsmyndigheten, EIOPA och ECB
kommer att bli vasentligt mer betungande én vad dagens
regelverk innebar. Ett omfattande férberedande arbete
har genomférts for att kunnaleva upp till kravet.

Informationskravet till férsékringstagare och férménsta-
gare dkar. Det gdller sGval férképsinformation som, infor-
mation i samband med nyteckning och vardebesked.

Som tj@nstepensionsférening ska de regler om riskhante-
ring som finnsibland annat Lag (2019:742) om tjénstepen-
sionsféretag efterlevas. Reglerna ar mer specifikaisin
kravstdllning an de regler som Pensionskassan haft att félja
tidigare. Detta innebdr att tjdnstepensionsféreningen ska
uppratthélla ett system for riskhantering som syftar till att
sdkerstalla att organisationen hanterar relevanta risker i
verksamheten.

Den évergripande styrningen av tjdnstepensionsférening-
ens riskexponering utgdr frén féreningens stadgar och
interna regler samt den av styrelsen faststéallda riskaptiten.
Praktiskt hanteras riskerna genom tjénstepensionsféren-
ingens riskhanteringsprocess som &r enintegrerad del i
styrningen av verksamheten. Inom ramen fér riskhante-
ringsprocessen identifieras, vdrderas, hanteras, évervakas
och rapporteras de risker som tjénstepensionsféreningen
oundvikligen ar féremal for. | tilldgg till detta rapporteras
incidenter vilka hanteras |épande.

Tj@nstepensionsféreningen ska, minst &rligen, upprétta en
egen risk och solvensbedémning (ORSA). Sammanfatt-
ningsvis svarar en ORSA pé& frdgan om féreningens kapital-
bas ar tillracklig for att bara de risker som verksamheten
fér med sig pd ndgra érs sikt. Verksamhetsplanen stressas
genom att effekten av olika scenarios berdknas fér att
stkerstdlla att verksamheten har en tillracklig kapitalbas
for att klara hdndelser som till exempel stérre borsfall.

Lag (2019:742) om tj@nstepensionsféretag staller krav pé
fyra centrala funktioner; aktuariefunktionen, riskhante-
ringsfunktionen, funktionen fér regelefterlevnad samt
internrevisionsfunktionen. Detta ar funktioner som Pen-
sionskassan har sedan tidigare.

De centrala funktionerna syftar till att stédja styrelsen och
ledningenidess arbete med féretagsstyrning genom att
félja upp exempelvis efterlevnad avinterna regler, riskap-
tit, berékningsmetoder och organisationens interna styr-
ning och kontroll. I tilldgg till detta ska funktionerna ge
stéd och r&d roll till verksamheten i relevanta fragor.

Signerat AH, HL(d, HB, AT, LS, MB, JA, JSd, PN, HP



Genom att de centrala funktionerna ska vara oberoende
avséval den operativa verksamheten som sinsemellan
sdkerstdlls en objektivbedémning av effektiviteteni
tjdnstepensionsféreningens féretagsstyrningssystem.

En tjénstepensionsférening ér ett féretag av allmént
intresse. Detinnebdr bland annat att ett revisionsutskott,
med sarskilda arbetsuppgifter, skainrattas eller att styrel-
sen som helhet utgér revisionsutskott. Vidare ska tjdnste-
pensionsféreningen tillémpa artikel 16 i revisorsférord-
ningen vid val av ny revisor. Revisorsférordningen anger
ocksd hurlange samma revisor fér anlitas. Slutligen kan
inte revisorn entledigas utan saklig grund.

Som tjdnstepensionsférening ska den finansiella rapporte-
ringen féljalag (1995:1560) om arsredovisning i forsak-
ringsféretag. Detinnebdr bland annat ékade krav pd upp-
lysningar i @rsredovisning och deldrsrapport frén och med
2021.

I samband med Pensionskassans omvandling till tjanste-
pensionsférening har nya stadgar beslutats av férenings-
stdmman under 2020. Stadgarna har omarbetats fér att
passa en modern tjdnstepensionsférening och férenings-
stdmman har &ven beslutat att medlemmarna ska féretrd-
das av sarskilt utsedda fullmdaktige vid féreningsstdmman.
Till 2021 &rs féreningsstdmma kommer férslag om att
tjdnstepensionsverksamheten dven ska omfatta fondfér-
stkring att ldggas fram for beslut. Fér att stadgarna ska
bérja gélla kravs att Finansinspektionen godkdnner ansé-
kan om omvandling till tjanstepensionsférening.

Vésentliga hdndelser efter rékenskapsdrets utgéng

Aret avslutades med en totalavkastning om 8,7 procent p&
placeringstillgédngarna och férstarkt konsolideringsgrad.
Det gjorde det méjligt att hdja &terbéringsrantanttill 6
procent (frén 4 procent) frén 1 mars fér de premiebestdm-
da traditionellt férvaltade forsakringarna

Under mars kompletterades ansékan om ombildning och
utékad koncession med uppdaterade uppgifter infér Fi-
nansinspektionens beslut. N&sta steg efter ombildning ar
att anséka om bestdndsdverldtelse av fondférsdkringsbe-
stdndet. Bestdndsoverldtelsen berdknas kunna genomfér-
as under sista kvartalet 2021, darefter inleds processen att
avveckla fondférsdkringsbolaget. Det kommer att innebd-
ra minskad komplexitet och minskade kostnader dé& hela
verksamheten ddrefter lyder under samma regelverk.

Den pandemisom pdgick under stérre delen av 2020 och
fortfarande pagér har péverkat verksamheten. Alla verk-
samhetsprocesser har fungerat bra dven under perioder dé
medarbetare har utfért arbetet hemifran. Nyteckningen
har péverkats negativt dé dels kundernas behov dndrades
och omstéllningen till digitala méten inte kunde genomfér-
as direkt.
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Pensionskassan har fortsatt en stark solvenssituation.
Fondférsakringsbolaget har pd grund av stérre &terkdp
under slutet av 2020 uppréttat en extra ORSA-rapport
(egenrisk och solvensbedémning) Rapporten beslutades
av fondférsdakringsbolagets styrelse vid sammantréde i
mars 2021 och har skickats till Finansinspektionen. Den
extra berdkningen visar precis som tidigare att fondférsék-
ringsbolagets exponering for risk kopplat till stora negati-
va féréndringar pd aktiemarknaderna tillsammans med
risken for fortsatta Gterkép innebdr en minskad méjlighet
férintjaning. Detisin tur pdverkar kapitalbasen negativt
och leder darmed till sjunkande solvenskvot. P& kort sikt
kommer moderbolaget att tillskjuta kapital om det skulle
komma att behdvas. Den l&ngsiktiga |6sningen ar att infor-
liva fondférsdakringsverksamheteni den blivande tjanste-
pensionsféreningen vilket kommer att minska de totala
kostnaderna och 6ka férutsattningarna fér en effektiv
distribution. P& s@ satt kommer fondférsdkringsverksam-
hetens forutsattningar att stérkas och som egen férsdk-
ringsgren bidra positivtitjdnstepensionsféreningen.

Nya regler for rapportering och uppféljning avseende
héllbarhet inférsimars 2021. De huvudsakliga hdllbarhets-
indikatorerna som uttalats genom ESA (European Supervi-
sory Authorities) RTS, Annex 1, beaktas i dagslagetinte i
investeringsbeslut hos Pensionskassan eller Fondférsak-
ringsbolaget. Detta ar dock ett viktigt omrdde och SH
Pension kommer under verksamhetsdret 2021 att ta stall-
ning till hur och pé& vilket satt olika héllbarhetsindikatorer
ska beaktas framgent.

Sedantidigare har Pensionskassan antagit investerings-
riktlinjer som bland annat berér ansvarsfullainvesteringar,
vilka exempelvis styr investeringar inom omréden som
mdanskliga rattigheter, arbetsratt och exkludering av han-
del medillegala vapen.

Fondférsékringsbolaget kommer framgent att beakta
héllbarhetsfaktoreridet fondutbud som erbjuds.
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Utveckling av verksamhet, resultat
och stdllning, Pensionskassan
Resultatet efter skatt 383 (559) Msek.
Totalavkastning 8,7 % (16 %).

Premieinkomst, brutto 77 (109) Msek.

Placeringstillgangar 6 647 (6 637) Msek.

Foérsdkringstekniska avséattningar 4 334 (4 540) Msek.

Kapitalbas 2 311 (2 138) Msek.
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Forsdkringsrorelsen

Traditionell forsakring

Inbetalda premier fran traditionellt férvaltad férsakring
uppgick under 2020+till 76,7 (109,2) Mkr varav eng@ngspre-
mier inklusive inflyttat kapital utgjorde 15,8 (38,3) Mkr.

Utbetalda férsakringserséttningar uppgick till 412,4 (205,7)
Mkr varav drygt 200 Mkr avség en bestadndséverlatelse av
privat forsdkring till SPP. Ytterligare utbetalningarom 114
Mkr har skettiform av &terbaring. Sammantagetinnebar
bestandsdverldtelsen att drygt 300 Mkr betalades ut.

Driftskostnaderna summerartill 42,5 (40,1) Mkr vilket
motsvarar en férvaltningskostnadsprocent om 0,65 (0,63)
procent. Kostnader fér ombildning har givit upphouv till
tempordra kostnadsékningar.

Konsolideringsgraden ér fortsatt stark b&dde inom
premiebestdmda och férmdansbestdmda férsékringar.
Aterbéaringsréntan hdjdes darfor till 4 procent under
oktober for den premiebestdmda férsdkringen. For
férménsbestémd férsakring tilldelas éverskott genom
pensionstilldgg och fribrevsupprdkning om 1,45 procent
vardera.

Som en anpassning till marknadslédget med l&ga rantor
s@nktes prognosrdnta frén 3,5 procent till 2,5 procent
under dret.

Fondférsakring

Fondférsékring erbjuds via dotterbolaget vars resultat
efter skatt uppgick till -18,0 (5,0) Mkr. Av det avser-15,1
Mkr en upplésning av tidigare ars aktiverade anskaffnings-
kostnader. Justerat fér det uppgdr drets resultat till-2,9
Mkr.

Totalavkastningen blev 7,17 (23,9) procent. Férvaltnings-
kostnadsprocenten uppgick till 2,4 (0,8) vilket i allt vasent-
ligt beror pé att tidigare &rs aktiverade anskaffningskost-
nader har l6sts upp.

Bolagets placeringstillgdngar uppgick till 53,6 (80,9) Mkr.
Placeringstillgéngar for vilka livférsakringstagaren bar
placeringsrisken uppgick till 1021 (1324,9) Mkr, vilket
ocks@ motsvarar férsakringstekniska avséttningar for vilka
livférsakringstagaren bér placeringsrisken. Under verk-
samhetséret 2019 6kade tillgdngarna med drygt 400 Mk,
varav merparten avsdg stérre engdngsbetalda férsékring-
ar. Under 2020 har volymen minskat med drygt 300 Mkr,
vilket framst beror p& aterkép avengdngsbetalda forsak-
ringar frén 2019 dar féretagarnas behov av likvida medel
dkat pd grund de effekter som den pdgdende pandemin
har pd deras verksamhet.

Nyckeltalen ar fortsatt starka och solvenskvoten var 1,35
(1,44) vid arsskiftet. Kapitalbasen enligt solvens Il sjénk
under @ret till 75,8 (85,1) Mkr, framst pé& grund av sjunkan-
de volymer.

Antal traditionellt forvaltade férsdkringar

Antal férsakringar har minskat under éret. Det beror till stérsta delen pd den best@ndsdverlatelse av privatbesténdet,

som har gjorts till SPP.

2020 2019

Antal férsékrigar

Aktiva
Fribrev

Under utbetalning

Totalt
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4596 5225

13173 14273

6302 7234

24071 26732
14
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Kapitalférvaltningen

Normalportfélj

Portfoljvikt

Avkastning (%)

Skillnad (%)

Aktier (35%) 35,5%
Rantor (30%) 28,5%
Fastigheter (25%) 36,0%
Alternativa (10%) -
Totalportféljen 100%

Marknadsutveckling

2020 var ett extremt turbulent ér, préglat av oron av
effekterna av Corona-pandemin. Under det férsta kvarta-
let gick stockholmsbdrsen ner ndstan 20 procent for att
avsluta dret med en uppgdng om cirka 15 procent. Ur ett
historiskt avkastningsperspektiv dterfinns motsvarande
extrema bérsutveckling endast under 1930-talskrisen,
borskraschen 1987 och finanskrisen 2008. Férutom aktie-
marknaden, upplevde kreditmarknaden likartad turbulens,
dar exempelvis spreadarna pd US High yield var uppe pé
6ver 900 baspunkterislutet av mars, fér att avsluta &ret pé
mer normala 250 baspunkter. Under férsta kvartalet sénk-
te den amerikanska centralbanken sin styrrdnta med hela
1,5 procentenheter frdn 1,55 procent till 0.05 procent.
Generelltsettinleddes under 2020 en expansiv finans- och
penningpolitik i varldens ldnder fér att mildra effekterna av
Corona-pandemin.

Den traditionella tillgdngsportféljens utveckling

Totalavkastningen uppgick under till 8,7 procent (14,6),
vilket f&r anses vara mycket bra under ett sddant turbulent
ar. Marknadsvardet pé tillgéngsportféljen uppgickislutet
av éret till 6 647,2 miljoner kronor (6 632,0).

8,6% 6,1% 2,5%
3,4% 4,6% -1,2%
16,1% 10,1% 5,9%
8,7% 5,9% 3,5%

Den goda avkastningen dr ett resultat av en valdiversi-
fierad portféljkonstruktion, dar samtliga tillgéngsslag
bidragit positivt till avkastningen.

Avkastningen i aktieportféljen, uppgick till 8,6 procent.
Réntebdarande placeringar avkastade 3,4 procent. Place-
ringarna i fastigheter uppvisade en avkastning p& 16,1
procent.

Aktieandelen uppgick till 35,5 procent vid drets slut. Inom
aktier sker placeringarnaiSverige, globalt och i tillvéxt-
marknader. Réntebdrande placeringar uppgick till 28,5
procent. Rantebdrande placeringar skeriden globala
rédntemarknaden, frdmstinominella féretagsobligationer
med hdg kreditvdrdighet, skinvestment

grade, men dven till viss del i sub-investment grade.

Andelenifastigheter uppgickislutet av éret till 36,0
procent.

Under slutet av dret beslutades éven attinledainveste-
ringar inom alternativa investeringar i onoterade 1&n och
infrastruktur.

Risker och osakerhetsfaktorer

Risk och riskhantering @r en central del av verksamheten.
De risker Pensionskassan exponeras for delasiniféljande
kategorier: férsakringsrisker, finansiella risker, operativa
risker, affarsrisker samt strategiska risker. En utférligare
beskrivning av risker, riskhantering och osdkerhetsfaktorer
finns under not 2.
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Férandringarilagstiftning och de regelverk som styr
Pensionskassan avseende pensioner, produkter, skatte-
avdragsmdjligheter mm kommer att fortsatta vara en
ostkerhetsfaktor fér Pensionskassans utveckling. Osdker-
heten om utvecklingen p& frémst aktiemarknaderna ér det
som framst paverkar nyckeltalen.
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Totalavkastning

Totalavkastningstabell - Koncernen

200101 201231 2020
o Netto Vardefor- o Direkt
IngGende Utgdende Total-
MV

ki ing.
Msek Msek MV & OSt;:ll::k avkastning
Msek Msek Msek

placering andring.

Tillgangsslag

Rantebarande 2205 -305 47 1946 1 48
Aktier 3698 -1051 349 2996 8 357
Alt i

ernative 32 -1 1 30 - -1
placeringar
Fastigheter 1839 274 283 2396 26 309
Ovrigt* 182 125 -35 272 -10 -45
S:a

. 7956 -959 643 7 640 25 668 8,5

placeringar

*Finansiella férvaltningskostnader ar tillbakalagda i Totalavkastningstabellen exklusive courtagekostnader.
Tillgédngsslaget Ovrigt bestdr av bankmedel och onoterade aktier.
Tillgdngsslaget Alternativa placeringar dr detsamma som absolutavkastande investeringar.

Totalavkastning ér berdknad enligt den av Svensk Férsakring rekommenderade Totalavkastningstabellen. | kolumnen fér %
totalavkastning anges den verkliga avkastningen for perioden, dvs. utan omrékning till drstakt for respektive tillgéngsslag.

Totalavkastningstabell - Moderféretaget

200101 201231 2020
o Netto Vardefor- o Direkt
Ingéende Utgdende Total-
MV

R - MV QVkGSt;lmgk' avkastning
Msek =€ >€ Msek =€ Msek

Tillgadngsslag

placering dndring.

Rantebarande 1845 -201 48 1692 - 48
Aktier 2684 728 256 2212 - 256
Fastigheter 1839 274 283 2396 26 309
Ovrigt* 269 13 35 347 10 -10
Sio 6637 -542 552 6647 16 603 87

placeringar

*Finansiella férvaltningskostnader ér tillbakalagda i Totalavkastningstabellen exklusive courtagekostnader.
Tillg&ngsslaget Ovrigt bestar av bankmedel och onoterade aktier.

Totalavkastning ér berdknad enligt den av Svensk Férsakring rekommenderade Totalavkastningstabellen. [ kolumnen fér % totalav-
kastning anges den verkliga avkastningen fér perioden, dvs. utan omrékning till drstakt for respektive tillgdngsslag.
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Forslag till disposition

Svensk Handel Pensionskassans styrelse féreslar att drets resultat 383 003 558 kronor dverférs till konsolideringsfonden
for respektive férsékringsgren enligt féljande:

Kronor
Ingéende konsolideringsfond 1928082814
Avdelning |, premiebestédmd traditionell forsékring 328357304
Avdelning Il, férmdansbestdmd traditionell forsakring 54646253
Summa 2311086371

Femarsoversikt - Koncernen

Msek
Premieinkomst, brutto 76,7 109,2 155,1 124,9 117,4
Kapitalavkastni ttoi

apriaiaviastning nettol 579,0 880,9 88,6 467,9 393,3
forsakringsrorelsen
Forsakringsersattningar, brutto -4124 -205,7 -200,7 -200,3 -196,9
Driftskostnader -72,2 -49,7 -43,1 -36,3 -35,4
Forsakringsrorelsens tekniska 365,0 564,3 2952 3571 1263
resultat
Arets resultat 365,0 563,5 -295,7 356,4 125,8
Ekonomisk stdllning

Placeringstillgéngar* 6659,4 6632,2 6020,6 6333,3 6747,6
Forsakringstekniska avsattningar 4334,4 4540,4 4366,8 4256,1 4259,0
Egetkapital 2311,0 2121,0 1673,1 2081,2 1836,0
Kapitalbas for férsakringsgruppen 2311,0 2121,0 1673,1 2081,2 1836,0
E"rfo.rde.rhg solvensmarginal for 230,6 2423 2148 2071 2075
forsakringsgruppen

Nyckeltal, %

Foérvaltningskostnadsprocent** 0,9 0,8 0,7 0,56 0,54
Direktavkastning 0,3 0,3 0,3 0,7 0,5
Totalavkastning*** 8,5 16,0 -1,6 7,9 6,9

* Inklusive kassa och bank samt upplupen ranta.
** Samtliga &r beréknade med genomsnittligt férvaltat kapital.
*** Bergknad enligt Totalavkastningstabellen.
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Femarsoversikt - Moderféretaget

Msek

Premieinkomst, brutto 76,7 109,2 155,1 124,9 117,4
:j"rsétfr'i:‘;t‘:;z::fn"em ! 568,0 865,5 -100,1 458,2 386,5
Forsakringsersattningar, brutto -412,4 -205,7 -200,7 -200,3 -196,9
Driftskostnader -42,5 -40,1 -32,6 -26,7 -27,3
Forsakringsrorelsens tekniska resultat 388,3 562,6 -291,0 358,9 131,3
Arets resultat 383,0 558,6 -297,8 354,7 126,0
Ekonomisk stéllning

Placeringstillgéngar* 6647,2 6637,3 6024,9 6338,6 6107,6
Forsakringstekniska avsattningar 4334,4 4540,4 4366,8 4256,1 4259,0
Egetkapital 2311,1 2138,2 1695,2 2105,4 1862,3
Kollektivt konsolideringskapital avd. | 1307,8 959,9 377,4 811,8 717,6
Kollektivt konsolideringskapital avd. Il 418,6 382,5 403,1 415,4 379,8
Kapitalbas 2311,1 2138,2 1695,2 2105,4 1862,3
Erforderlig solvensmarginal 174,4 183,4 175,5 1711 171,0
Nyckeltal, %

Forvaltningskostnadsprocent** 0,65 0,63 0,53 0,43 0,45
Driftskostnader/premieinkomster 55,4 36,7 21,0 21,4 23,3
Direktavkastning 0,3 0,3 0,2 0,7 0,5
Totalavkastning*** 8,7 14,6 -1,5 7,8 6,8
Kollektiv konsolideringsgrad avd. | 129,4 119,7 107,7 117,0 115,4
Kollektiv konsolideringsgrad avd. Il 188,6 183,1 214,6 215,4 206,9
Solvensgrad 153,3 1471 138,8 149,5 143,7
Genomsnittlig dterbaringsranta avd.! 3,3 3,2 6,8 6,8 6,7

* Inklusive kassa och bank samt upplupen ranta.

**  Samtliga &r beréknade med genomsnittligt férvaltat kapital.
*** Bergknad enligt Totalavkastningstabellen.
Forklaring avd. I samt avd. Il se not 1
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Resultatrékning

1januari-31december Koncernen Moderféretaget
2020 2020 2019

Belopp i Ksek

Premieinkomst (efter avg. dterférsékring) not3

Premieinkomst 76 658 109171 76 658 109171

Premier fér avgiven aterférsékring - - - -

76 658 109171 76 658 109171
Intdkter fran investeringsavtal 4379 3500 - =
Kapitalavkastning, intdkter not4 115758 84550 101463 81848
Orealiserade vinster pa placeringstillgdngar
\./or"dei)knvlng pd plocerlrlgstlllgqr.\gqrforV||ko e 2939328 _ ~
livférsakringstagarna bar placeringsrisk
Vardedkningar pé 6vriga placeringstillgéngar not5 554507 841252 557520 838447
648342 1080580 557520 838447
Forsdkringsersattningar (efter avg. dterférsakring) not 6
Utbetalda férsakringserséttningar
- Efter avgiven &terférsakring -419766 -198 400 -419766 -198 400
-Fo6randring i avsattning for oreglerade skador 7407 -7292 7407 -7292
-412358 -205 692 -412358 -205 692
Férandring i andra férsékringstekniska avsattningar
(efter avg. aterforsékring)
Livférsakringsavsattning not7 198596 -166314 198596 -166314
Iforfolirm.gsteknmgs cvs:uttmng f.OI’VI“.(Cl 93835 539328 _ B
livférsakringstagarna bar placeringsrisk
104761 -405 642 198596 -166314
Driftskostnader not8 -72157 -49 689 -42534 -40053
Kapitalavkastning, kostnader not9 -91267 -44940 -91012 -44762
Ovriga tekniska poster (efter avg. &terfoérsdkring)
Avkastningsskatt not 10 -9145 -7528 - -
-9145 -7528 - -
Livfoérsdkringsrorelsens tekniska resultat 364971 564310 388333 562 645
Skatt pd drets resultat not 10 - -785 -5248 -4560
Skatt, féregdende ar - - -81 488
Arets resultat 364971 563525 383004 558573
Arets totalresultat 364971 563525 383004 558573
Svensk Handel Pensionskassan org.nr 802005-5631 19

Arsredovisning 2020

Transaktion 09222115557445607134 Signerat AH, HL(d, HB, AT, LS, MB, JA, JSd, PN, HP




Resultatanalys Livférsdkringsrorelsen 2020

Moderféretaget

Avgiftsb. Avgiftsb. Avgiftsb. Férmansb.

forsakring forsakring PB- Formansb. sjuk och pb Totalt

TP OVR  forsikring  (orsekring e ékring

Belopp i Ksek

Premieinkomst

o Rl 68961 1683 262 5188 564 76 658
(efter avg. aterforsdkring)
Kapitalavkastning, intdkter 73198 14879 35 13158 193 101463
Orealiserade vinster p& 402208 81758 193 72302 1059 557520
placeringstillgangar
Férsékringsersattningar 153203 -248866 -405 16819 6935  -412358
(efter avg. dterforsakring)
Férandringiandra
forsakringstekniska avsattningar -16137 227380 0 -12 647 0 198596
(efter avg. aterforsékring)
Driftskostnader -32949 -6 698 -16 -2830 -41 -42534
Kapitalavkastning, kostnader -65659 -13347 =31 -11802 -173 -91012
Orealiserade férluster pa _ B _ _ _ _
placeringstillgéngar
Resultat fore skatt 276419 56789 38 46550 8537 388333
Skatt -3846 -782 = -701 = -5329
o
Aretsresultat 272573 56 007 38 45 849 8537 383004
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Balansrdkning

1januari-31december Koncernen Moderforetaget

2020

Belopp i Ksek

Tillgéngar

Immateriella tillgdngar

IT system not11 4082 5315 4082 5315
Summa 4082 5315 4082 5315

Placeringstillgéngar

Byggnader och mark not 12 2395687 1838798 2395687 1838798
Placeringarikoncernféretag och intresseféretag

- Aktier och andelar i koncernféretag not 13 - - 3907037 4628589
Andrafinansiella placeringstillgéngar

- Aktier och andelar not 14 2298589 2682608 146 057 84472
- Obligationer och andra réntebdrande vardepapper not 15 1741812 2009 467 - -
Summa 6436088 6530873 6448781 6551859

Placeringstillgédngar fér vilka

livférsdkringstagaren bér placeringsrisk

Fondférsakringstillgéngar not16 1020980 1324903 = =
Summa 1020980 1324903 - -
Fordringar

Ovriga fordringar 41425 56760 38745 70820
Summa 41425 56760 38745 70820

Andra tillgéngar

Materiella tillgéngar not 17 1843 2786 1238 843
Kassa och bank 223280 101 320 198 388 85443
Summa 225123 104106 199 626 86286

Férutbetalda kostnader och upplupnaintakter

Ovrigaférutbetalda kostnader och upplupnaintdkter 2654 18013 2649 2693

Summa 2654 18013 2649 2693

Summattillgéngar 7730352 8039970 6693883 6716973
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Balansrdkning

1 januari-31 december Koncernen Moderforetaget

2020

Belopp i Ksek

Eget kapital, avsattningar och skulder

Eget kapital

Konsolideringsfond 1946043 1557520 1928083 1579 642
Aretsresultat 364971 563325 383004 558573
Summa 2311014 2121045 2311087 2138215

Férsakringstekniska avséattningar

(fére avgiven terférsakring) not18
Livforsakringsavsattning, avd. | 3886424 4097 667 3886424 4097 667
Livférsakringsavsattning, avd. Il 443483 430836 443483 430836
Oreglerade skador 4500 11907 4500 11907
Summa 4334407 4540410 4334407 4540410
Skulder
Fondférsakringsdtaganden not16 1020980 1324903 - -
Ovriga skulder not19 57 668 43268 42 633 29086
Summa 1078 649 1368171 42633 29086
Upplupna kostnader och forutbetalda intdkter
Ovriga upplupna kostnader och not 20 6283 10344 5756 9262
forutbetaldaintakter
Summa 6283 10344 5756 9262
Summa eget kapital,

. . 7730352 8039970 6693883 6716973
avsdttningar och skulder
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Redogorelse for fordndringar i eget kapital

Konsolideringsfond Aretsresultat Totalt EK**

Belopp i Ksek

Koncernen

Ingéende balans 2020-01-01 1557520 563525 2121045
Disposition av 2019 drs resultat 563325 -563325 =
Utbetald &terbdring -114 470 _ _114470
Korrigering samt best&ndséverlatelse -60532 - -60532
2020 &rsresultat enligt resultatrékningen - 364971 364971
Summa 1946 043 341971 2311014
Moderféretaget

Ing&ende balans 2020-01-01 1579 642 558573 2138215
Disposition av 2019 @rs resultat 558573 -558573 -
Utbetald terbaring -114470 - -114470
Bestandsoverlatelse -95663 - -95663
2020 &rsresultat enligt resultatrakningen* - 383004 383004
Summa 1928082 383004 2311086

Konsolideringsfond Aretsresultat Totalt EK**

Belopp i Ksek

Koncernen

Ingéende balans 2019-01-01 1968821 -295703 1673118
Disposition av 2018 &rs resultat -295703 295703 -
Utbetald terbaring -115598 - -115598
2019 &rsresultat enligt resultatrakningen* - 563525 563525
Summa 1557520 563525 2121045
Moderféretaget

Ing&ende balans 2019-01-01 1993025 -297785 1695240
Disposition av 2018 @rs resultat -297 785 297785 -
Utbetald terbaring -115597 - -115597
2019 &rsresultat enligt resultatrakningen* - 558573 558573
Summa 1579 643 558573 2138216

* Totalresultatet Gverensstémmer med drets resultat.
** Fgreningen kan inte dela ut medel varfér allt eget kapital &r bundet eget kapital. Allt dverskott tillhér férsakringstagarna
och allokeras till dem.
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Kassaflédesanalys

Koncernen

Belopp i Ksek

Den I6pande verksamheten

Resultat fore skatt 1) 364972 564310
Justeringar fér poster som inte ingérikassaflédet 2) -753384 -678133
Betald skatt -9145 -785

Kassafléde fran den I6pande verksamheten fére férandringar

av tillgéngar och skulder ~397557 114608
Nettoinvesteringifinansiella placeringstillgéngar 1048188 60857
Premier minskat med erséttningar via balansrakningen -397748 185971
Férandring av rérelsefordringar 32870 -27 669
Férandring av rérelseskulder 10338 15979
Utbetald éterbéring -210131 -115597
Kassafléde frén den l6pande verksamheten 121960 4933
Arets kassafléde 121960 4933
Likvida medel vid rets bérjan 101320 96 387
Likvida medel vid drets slut 3) 223280 101320
Noter till kassaflédesanalysen

1) Erhdllnarabatter 9038 8383
2) Vérdeférandring placeringstillgéngar -642 668 -1090846
Forandring forsakringsavsattningar/oregl. skador -110937 412934
Justering &terforsakr. 221 =221
Justeringar for poster sominte ingéar i kassaflédet -753384 -678133

3) Likvida medel bestdr av kassa och bank

Kassaflédesanalysen ar upprattad enligt indirekt metod; den utgér frén resultat fore skatt justerat for icke likvidpdverkande poster
samt férandringaribalansrakningen.
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Kassaflédesanalys

Moderféretaget

Belopp i Ksek

Den I6pande verksamheten

Resultat fore skatt 1) 388333 562 645
Justeringar fér poster som inte ingérikassaflédet 2) -757 849 -675875
Betald skatt -5329 -4072

Kassafléde fran den I6pande verksamheten fére férandringar

av tillgéngar och skulder ~374845 ~117302
Nettoinvesteringifinansiella placeringstillgéngar 654923 244291
Férandring av rérelsefordringar 32957 -18072
Férandring av rérelseskulder 10041 13846
Utbetald dterbdring -210131 -115597
Kassafléde frén den lI6pande verksamheten 112945 7166
Arets kassafléde 112945 7166
Likvida medel vid rets bérjan 85443 78277
Likvida medel vid érets slut 3) 198388 85443
Noter till kassaflédesanalysen

1) Erhélina rabatter - -
2) Vardeforandring placeringstillgéngar -551846 -849 481
Forandring livférsakringsavsattningar/oregl skador -206003 173 606
Justeringar for poster sominte ingér i kassaflédet -757 849 -675875

3) Likvida medel bestdr av kassa och bank.

Kassaflédesanalysen ar upprattad enligt indirekt metod; den utgér frén resultat fore skatt justerat for icke likvidpdverkande poster
samt férandringar i balansrakningen.
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Noter till de finansiella rapporterna

Not 1 Redovisnings- och
varderingsprinciper fér koncernen

Allméninformation

Arsredovisningen avges per den 31 december 2020 och
avser Svensk Handel Pensionskassan, férsdkringsférening
som dr en understédsférening med sate i Stockholm.
Adressen till huvudkontoret dr Regeringsgatan 60, 103 29
Stockholm och organisationsnummer ar 802005-5631.
Foéreningsstémma kommer att héllas den 17:e maj 2021.
SH Fondférsakring AB dr ett heldgt dotterbolag till

SH Pensionskassan. Fondférsékringsbolaget har sitt satei
Stockholm.

Grund foér rapportens uppréattande

Koncernredovisningen har uppréttatsienlighet med Lag om
drsredovisning i férsakringsféretag (ARFL) samt Finans-
inspektionens féreskrifter och allménna rdd om &rsredo-
visning i férsakringsféretag, FFFS 2008:26. Vidare tilldmpas
RFR 1 kompletterande redovisningsregler fér koncerner,
samt tillédmpliga International Financial Reporting Standards
(IFRS) och IFRIC-tolkningar sddana de antagits av EU.

Féreningen samt koncernen tillémpar endast IFRS samt
IFRIC-tolkningar som tratt i kraftinnan ér 2015.
SvenskHandelPensionskassantillémparsdkalladlagbegran-
sad IFRS och med detta avses antagna internationella
redovisningsstandarder med begrénsningar som féljer av
FFFS och RFR 2. Det innebdr att samtliga av EU godkdnda
IFRS och uttalanden tilldmpas sd ldngt detta ar méjligtinom
ramen for svensk lag gdllande understédsféreningar.

Funktionell valuta och rapportvaluta

Koncernensfinansiella rapporter presenteras i svenska
kronor. Samtliga belopp, ominte annat anges, ér avrundade
till nérmaste tusental.

Redovisningsstandarder som trader i kraft for
tillampning efter bokslutsdagen

I samband med den férestdende omvandlingenttill
tjdnstepensionsférening kommer féreningen bérja tilldmpa
Finansinspektionens foreskrifter FFFS 2019:23. Enligten
inledande analys ar bedémningen att deninte kommer
innebd&ra ndgra vasentliga skillnader i hur moderféretaget
eller koncernen redovisar, vérderar eller presenterar ndgra
transaktioner eller balanser i de finansiella balanserna.
Dock kommer tillémpningen innebdra att féreningen mdste
boérjatillampa IFRS 9 senast 1 januari 2023.
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Viktiga uppskattningar och bedémningar foér
redovisningséndamal

Uppskattningar och bedémningar utvérderas [6pande och
baseras pé historisk erfarenhet och andra faktorer, inklusive
férvantningar pé framtida handelser som anses rimliga
under rddande férhallanden.

Forsakringsforetaget gér uppskattningar och antaganden
om framtiden. De uppskattningar fér redovisningsandamadl
som blir féljden av dessa kommer, definitionsméssigt, sallan
att motsvara det verkliga resultatet.

Det &r framst berékningen av férsékringstekniska avsatt-
ningar och vérderingen av placeringstillgdngar sominne-
bar en betydande risk fér vésentliga justeringar i redo-
visade varden fér tillgdngar och skulder under néstkom-
mande rakenskapsdr vilket behandlasihuvuddrag nedan.

1. Foérsakringstekniska avsdattningar
Forsakringstekniska avsattningar berdknas med
metoder som innebdr att olika antaganden gérs.
Livférsakringsavséttningar motsvarar sannolikhets-
vagda och diskonterade framtida kostnader i form av
forsakringsersattningar, driftskostnader samt
skattebetalningar. Metoden och dess antaganden féljs
upp l6pande minst en gdng per r. Antaganden om
dédlighet, ranta, sjuklighet, avkastningsskatt,
fribrevslaggning, driftskostnader och annullationer ér
vasentliga. For den del av avsattningarna som avser
intréffade men ej rapporterade skador finns en
osdkerhetidet verkliga utfallet, se vidare inoten om
risker.

2. Verkligtvéarde pafinansiellainstrument
Verkligt varde pd finansiella instrument som inte handlas
pd en aktiv marknad faststalls med hjalp av
varderingstekniker. Koncernen vdljer ut ett flertal
metoder och gér antaganden som huvudsakligen
baseras pé& de marknadsvillkor som féreligger pa
respektive balansdag, se vidare not 1 redovisnings- och
varderingsprinciper fér koncernen.

3. Verkligt varde pé& byggnader och mark
Verkligt varde pd byggnader och mark berdknas med
metoder som innebdr att olika antaganden gérs, se
vidare not 1 redovisnings- och varderingsprinciper fér
koncernen.

Konsolideringsprinciper

Dotterféretaget redovisas enligt férvarvsmetoden. Metoden
innebdr att férvarv av ett dotterféretag betraktassomen
transaktion varigenom koncernen indirekt férvérvar
dotterféretagetstillgdngar och évertar dess skulder.
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Redovisning av férsdkringsavtal och investeringsavtal
Individuella férsakringar (avd 1) och ITP (avd 2)

Koncernen har gjort en bedémning avsamtliga avtal fér att
se om det foreligger betydande férsdkringsrisk mellan
férsakringsgivare och férsdkringstagare. | de fall det
foreligger betydande forsdkringsrisk redovisas avtalet som
ettforsakringsavtal, dvriga klassas som investeringsavtal. D&
deflesta férsdkringsavtal och samtligainvesteringsavtal ger
férsakringstagaren méjlighet till dterbdring som komplement
tillgaranterade erséttningar kommer samtliga avtal, Gven
investeringsavtalen, redovisas som férsdkringsavtal.

Fondférsakringar

Koncernen har gjort en genomgéng av samtliga for-
sékringskontrakt. Genomgdéngen har resulterati att
samtliga fondférséakringskontrakt i koncernen redovisas
som investeringsavtaliredovisningen, dvs som finansiella
skulder Investeringsavtal ar avtal som inte éverfér ndgon
betydande férsakringsrisk frédn innehavaren till bolaget.
Detta innebdr att premieinbetalningar redovisas direkt
mot fondférsékringsdtagandenibalansrékningen
medan avgifter uttagna av kontrakten redovisas som
intdkterfraninvesteringsavtal.Varderingavfondférsakrings-
dtaganden sker enligt tidigare principer (se nedan).

Forsdkringstekniska poster

Premieinkomst

Som premieinkomst redovisas inbetalda belopp under
rakenskapséret avseende forsdkringsavtal.

Livférsakringsavsdattning

Livforsakringsavsattningen berdknas enligtistadgarna
faststdllda grunder. Denna vardering sker enligt aktsamma
principerienlighet med EU:s tjdnstepensionsdirektiv.
Avsdattningarna motsvarar det férvéntade kapitalvérdet
av garanterade dtaganden enligt férsékringsavtalen,
minskat med motsvarande varde fér avtalade premier.
Berdkningarna gérs med hansyn till tidpunkterna vid vilka
kassaflédena utgér och med aktsamma antaganden om
rénta, dodlighet, driftskostnader och avkastningsskatt.
Antagandena om rénta gérsienlighet med
Finansinspektionens féreskrift FFFS 2015:8 om val av
réntesats for att berdkna forsakringstekniska
avsdttningar. Antagandena om dédlighet gérsienlighet
med branschgemensam standard (DUS 2007).
Antaganden om driftskostnader och skatt gérs pa
grundval av pensionskassans erfarenheter.

Forlustprévning

Da de forsakringstekniska avsattningarnaisin helhet gérs
pé& aktsamma grunder, som ocks@ anses vara realistiska,
bedéms det redovisade vardet pd avsattningarna vara
tillréckligt hégt upptagetibdckerna jamfért med en
motsvarande realistisk vardering.
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Oreglerade skador

Avsdattningen for oreglerade skador gérs enligt aktsamma
principerienlighet med EU:s tjéinstepensionsdirektiv.
Avsdattning gors dels férintraffade, rapporterade, dnnu ej
slutreglerade sjukfall, dels fér dnnu ej rapporterade, men
férmodatintraffade, sjukfall (IBNR). Avsattningarna for
intréffade, rapporterade sjukfall motsvarar det férvéntade
kapitalvardet av garanterade taganden enligt
férsakringsavtalen. Berékningarna gérs med hénsyn till
tidpunkterna vid vilka kassaflédena utgér och med
aktsamma antaganden om ranta, dédlighet, sjuklighet och
driftskostnader. Fér antagandena gdller detsamma som vid
livférsékringsavséattning, med tilldgg att antagandena om
sjuklighet (tillfrisknandeintensitet) gérs ienlighet med
branschgemensam standard (SUS 2007). Fér avsattning for
annu ej rapporterade sjukfall (IBNR) anvénds antagande
om férdréjning i rapportering av sjukskador grundat pé
Pensionskassans erfarenhet.

Fondférsakringsétaganden

Fondférsakrings&dtaganden motsvarar férpliktelserna enligt
investeringsavtalen och utgér vid varje tidpunkt summa
verkligt varde av fondandelar som hanfér sig till gallande
investeringsavtal, samt de medel som &nnu ej omvandlats
till fondandelar med avdrag fér upplupna avgifter.

/&terbdring och pensionstilldgg

Koncernen har gjort bedémningen att den méjlighet som
gestillkunderna att erhédlla ytterligare férsakringsférmaner
utdver de garanterade, utgér diskretiondra delarienlighet
med definitioneniIFRS 4. Féretaget férfogar dver
beslutanderdatten till de diskretiondra delarna, dvs.
aterbdring och pensionstillagg, nar det galler séval tidpunkt
som belopp.

De diskretionéra delarna redovisas som en del av
konsolideringsfonden till dess att de tilldelats
férsékringstagarna. En tilldelning av &terbéaring och
pensionstillédgg redovisas som en minskning av
konsolideringsfonden.

Skalighets- och kontributionsprincipen tillémpas vid
foérdelning av 6verskott. Férdelning av éverskottinom
premiebestdmd traditionell férsdkring sker med hjdlp av
&terbéringsranta. Aterbéringsréntan bestams utifran
bland annat férvéntad avkastning, aktuell
konsolideringsgrad samt rddande marknadslage i
enlighet med gdllande konsolideringspolicy. Inom
féormdénsbestdmd forsdkring férdelas dverskott genom
upprékning av pensioner och fribrev érligen.
Upprékningen féljer KPl om ekonomin till&ter.
Konsolideringsfonden uppgdr till drygt 2,3 Msek varav
cirka 600 Msek ar preliminart férdelade medel.
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Driftskostnader

Driftskostnader redovisas funktionsuppdelade i resultat-
rékningen. Administrationskostnader och upplupna
anskaffningskostnader redovisas under posten drifts-
kostnader samti dvrigt under kapitalavkastning, kostnader.

Avgiven aterférsakring

Som premie for avgiven &terférsakring redovisas belopp
som betalats ut under rakenskapséret eller belopp som
tagits upp som skuld till férsakringsféretag som mottagit
dterférsdkring enligtingéngna férsdkringsavtal.
Premierna periodiseras s& att kostnaderna férdelas till
den period som férsdkringsskyddet avser. Aterforsak-
rares andel av férsdkringstekniska avsattningar
motsvarar &terférsakrares ansvar fér férsakrings-
tekniska avséttningar enligtingéngna avtal.

Redovisning av kapitalavkastning

Kapitalavkastning, intdkter

Posten avser avkastning pé placeringstillgdngar och omfattar
hyresintdkter frén byggnader och mark, utdelning p& aktier
och andelar, rénteintakter och realisationsvinster (netto).

Kapitalavkastning, kostnader

Under posten redovisas kostnader for placeringstillgangar
och omfattar driftskostnader fér byggnader och mark,
kapitalférvaltningskostnader, réntekostnader,
nedskrivningar samt realisationsférluster (netto).

Orealiserade vardeférandringar

For placeringstillgéngar ar den orealiserade vinsten den
positiva skillnaden mellan marknadsvardet och
anskaffningsvdrdet och den orealiserade férlusten den
negativa skillnaden mellan marknadsvdrdet och
anskaffningsvérdet. Orealiserade vinster och forluster
redovisas netto per tillgdngsslag. Vid avyttring av
vardepapper é&terféres tidigare orealiserade
vardeférandringar.

Skatter

Under posten skatt p& drets resultat redovisar koncernen
inkomstskatt hanférlig till dotterbolaget. Avkastningsskatt
redovisas under posten vriga tekniska poster och har
berdknats pé kapitalunderlaget vid rékenskapsérets
ingdng, enligtlagen om avkastningsskatt pé& pensionsmedel.

Immateriella tillgédngar

Investeringar for forsakringsverksamheten i egenutvecklad
programvara, kopplade till nyutveckling, aktiveras. | de fall
utgifterna avser underhdll av befintliga IT-system sker
kostnadsféring I16pande. Utvecklingskostnaderna skrivs av
ndrtillgéngen tas i drift med berdknad nyttjandeperiod p&
5 ar, avskrivning sker dé linjart under fem ar. Prévning av
nedskrivningsbehov sker nér det finns indikation pd att
tillgéngen kan ha minskat i vérde och avskrivning sker ddi
motsvarande grad, den gérs dven arligen.
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Byggnader och mark

Koncernens samtliga fastigheter ar
férvaltningsfastigheter, vilka ér vérderade till verkligt
vdardeibalansrékningen med samtliga vardeférandringar
redovisade i resultatrdkningen. Hyresintdkter periodiseras
linjart 6ver hyresperioden och redovisas under kapital-
avkastning, intékter och fastighetskostnaderna under
kapitalavkastning, kostnader.

Koncernen redovisar férvaltningsfastigheter till verkligt
varde, det vill séga till det marknadsvarde som vid en
oberoende vardering har &satts fastigheterna. Samtliga
fastigheter marknadsvarderas vid arsskiftet enligt
vdarderingshandledning och féljer riktlinjerna fér MSCI/IPD
(Svenskt Fastighetsindex). Vianvdnder oss av ett externt
vdrderingsféretag, dar alla varderare ér auktoriserade av
Samhadllsbyggarna. Flera av vérderarna dr dven certi-
fierade enligt den internationella organisationen RICS
(Royal Institution of Chartered Surveyors). Alla fastighets-
vdrden &rresultatet av varderingsféretagets bedémningar
vid en given tidpunkt, vdrdetidpunkten 31 december 2020.

Varderingsféretaget harisina vardebedémningar utgdtt
frén kassaflddesmetoden med stédien ortsprisanalys. |
koncernens fall har verkligt vérde bedémts via en kassa-
flédesanalys for flertalet fastigheter. En kassaflédesanalys
baseras pd uppskattningar av en fastighets avkastnings-
férmdaga. Metoden innebdr att férvantade framtida
betalningsstrommar och restvérden nuvérdesberdknas.

Dock bér man notera att prisbilden fér bostadsfastigheter i
Stockholmsinnerstad frémst styrs av kvadratmeterpriser
ochinte avkastningskrav. De applicerade direktavkast-
ningskraven fér fastigheterna i Stockholm ér ddrmed, i
dennatyp av kalkyl, snarare hjalpmedel att né de
kvadratmeterpriser som motsvarar de analyserade
jamforelseképen, an absoluta sanningar.

Finansiella tillgédngar och skulder

Kép och férsaljningar redovisas p& afférsdagen. Med
affarsdag avses likviddag.

Andra finansiella placeringstillgédngar

Andra finansiella placeringstillgéngar, férutom derivat, har
identifierats som finansiella tillgédngar varderade till verkligt
vdarde via resultatrékningen p g a att det ar sé koncernen
féljer upp utvecklingen pé dessa tillgdngar. Upplupen ranta
redovisas separat. Derivat klassificeras som innehav fér
handel och varderas ocksa till verkligt varde. Onoterade
aktier varderas till verkligt varde.

Placeringstillgéngar fér vilka livférsékringstagaren bar risk

Dessatillgdngar bestdr av férsékringstagarnas investeringar
i fondférsakringar. Investeringar till férman for
férsakringstagare somsjdlva bér placeringsrisken redovisas
till verkligt vérde via resultatrdkningen.
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Ovriga fordringar och skulder

Tillgdngar och skulder ar varderade initialt till verkligt varde
inklusive transaktionskostnader ochi efterféljande perioder
tillupplupet anskaffningsvéarde.

Finansiella tillgéngar och skulder tas bort fran
balansrékningen nér dganderdatten att erhdlla kassafléden
upphért.

Materiella tillgéngar

Materiella tillgéngar avser inventarier och redovisas till
anskaffningsvarde efter avdrag fér ackumulerade
avskrivningar. Avskrivning sker linjart éver tillgéngens
beréknade nyttjandeperiod, 3 &r avseende datainventarier
samt 5 @r avseende kontorsinventarier.

Pensioner

Koncernens pensionsplaner fér egen personal dr tryggade
genom férménsbestdmda férsékringsavtal. Dessa avtal
ingdriavséttningen for avd 2 (ITP) med en konsoliderings-
grad pé& 183,1 procent. Pensionsplanerna redovisas som
avgiftsbestdmda, och avgifter avseende tjdnstepensioner
redovisas som en kostnad i den takt de intjdnats.

Tillkommande redovisnings-
och varderingsprinciper for
moderféretaget

Grund fér rapportens upprdattande

Arsredovisningen har upprattats i enlighet med Lag om
arsredovisning i forsékringsféretag och
Finansinspektionens féreskrifter och allmanna rédd om
arsredovisning i forsakringsféretag, FFFS 2008:26, samt
RFR2.

Aktier och andelarikoncernféretag

Koncernen har under 2018 édndrat redovisningsprincip
foérinnehav av aktier och andelar i koncernféretag. De
redovisas fr om 2018 till marknadsvdrde, istéllet for som
tidigare till anskaffningsvdrde. Pensionskassan dr enda
andelségare i SH Pension Investment Fund. D& tidigare
direktinvesteringar i externa fonder samlatsiden nya
fonden blir féljden att de redovisas som aktier och
andelarikoncernféretag, istdllet fér som andra
finansiella placeringstillgéngar.

Innehavetidet heldgda dotterféretaget Svensk Handel
Fondférsdkring AB, org.nr. 516406-0310, redovisas till
marknadsvdrde per 2020-12-31, som en konsekvens av
den férandrade redovisningsprincipen. Per 2020-12-31
har vérdet skrivits ner avseende innehavet i
Fondférsdkringsbolaget, som en férberedelse infor
bestandsdverlételse av fondférsakringsverksamheten, in
i den nya tjdnstepensionsféreningen.
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Not 2 Riskhantering och finansiella
instrument

[ forvaltningsberdttelsen beskrivs Koncernens
riskorganisation. | not 2 beskrivs de olika riskernas
beskaffenhet och konsekvenser vid olika scenarion.

Rapportering av risk

De tvd férsakringsféretagen styrs av ett flertal legala krav.
Finansinspektionen dr tillsynsmyndighet. Varje kvartal
rapporteras detin uppgifter om bl.a. kapitalbas och solvens
till Finansinspektionen. Pensionskassan rapporterar ocksé in
dets.k. trafikljustestet, vilken innebdr att tillgéngar och
skulder stressas fér att kontrollera att féretagen klarar av
sina dtagandeniperioder med kraftiga rérelser pé de
finansiella marknaderna. En daglig finansiell rapport
levereras till Koncernen frén var externa samarbetspartner
Mercer, avseende innehavet i SH Pension Investment Fund. |
rapporten framgér hur placeringstillgéngarna har
utvecklats i moderféretaget samt riskmétning via olika
riskmdtt som ex. volatilitet och solvensgrad.

Riskeriforsdakringsverksamheten och driftskostnadsrisk
Koncernens férsakringsrisker bestar av dédlighetsrisk,
sjukfallsrisk samt annullationsrisk. Férsdkringsrisken
allmant bestériatt de antaganden om skadeutfall som
legat till grund fér berdkningar av premier och
avséttningar avviker frén faktiskt utfall.

De avgifter som tas ut ur forsékringarna och den
férrdntning avinbetalda premier som darefter ar
garanterad gdr inte att dndrai efterhand och dérmed
stélls sarskilt héga krav pd att utstdllda garantier &r
grundade pd en korrekt bedémning av det framtida
riskutfalletistort. Mer specifikt &r detjust riskavgifterna
som beror pé& antagandena om férsékringsriskernas
beskaffenhet och storlek.

Dodlighetsrisken i verksamheten ér av tva olika slag.
Dels finns en risk fér underskattning av livsldngden for de
forsakrade som kan leda till att uppsamlade
pensionsmedelikollektivet av dlderspensionssparare
inte racker till fér att utbetala de utlovade pensions-
férmdénerna. Dels finns ocksd en risk fér dverskattning av
livslangderna som i sa fall kan leda till att de dédsfalls-
féormdaner som utféstsiform av efterlevandepensioner
inte técks av de riskpremier som debiterats for de
férsakringar som ingér i kollektivet av dédsfalls-
forsakringar.
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Dessa risker hanteras genom noggrann, [6pande
monitorering av skadeutfalletifréga, och genom
anvéndandet av dédlighetsantaganden som bygger pé
detaljerade studier av observerade livsléngder hos
individer i det svenska forsékringskollektivet. Dessa
dterkommande studier genomférs pd bred basis av
berérda branschorganisationer och resultatet avdem
tas tillvara av Koncernen fér anvéndning vid pris- och
reservsattning.

Sjukfallsrisken i Koncernens afférer berér
premiebefrielsemomentetiavdelning 1 (de premie-
bestdmda individuella férsdkringarna) och
sjukférsdkring och premiebefrielse i avdelning 2 (frivillig
ITP-férsdkring). Riskrérelsen i den senare avdelningen ar
kollektivt buren, i den meningen att principen om
utjédmnad premie dver kollektivet tilldmpas, oberoende
av bdde dlder och kén. Premien ar, liksom forménen,
[6nerelaterad och féremal fér dversyn genom uppféljning
av skadeutfallet.

Vid intraffade och konstaterade sjukfall gérs en
reservavsdttning som dr avsedd att racka till fér att
técka de utbetalningar som det aktuella sjukfallet
férvantas medféra. Det gors ocksé en schabloniserad
avsattning for intraffade men dnnu ej registrerade
sjukfall (IBNR), som bygger pé ett underbyggt
antagande om den normala férdréjningen frén det att
ettsjukfallintraffar till dess att det registrerasi
systemet.

Aven betraffande premiebefrielseskador i avdelning 1
g6rs avsattningar for intraffade sjukfall, bdde kadnda och
annu ej kénda, pd motsvarande satt.

Den tredje typen av forsdkringsrisk som Koncernen har
att hantera @r annullationsrisk, det vill sdga risken att
tecknade férsakringar sdgs upp i fértid pd
forsdkringstagarens eget initiativ, vilket skulle minska
koncernensintékter. Uppsagning kan ske antingen pd
grund av &terkdp, flytt av férsakring och fribrev.

/&terkép ariprincip inte till&tet for pensionsférsakringar,
s@ annullationer av denna anledning férekommer i liten
utstrackningiKoncernen. Flytt av férsakring ar tillatet
frén Koncernen pd delar av bestdndet avindividuella
forsakringar.

Driftskostnadsrisken bestdr i att avgiftsuttaget inte
svarar mot Koncernens verkliga driftskostnader
beroende p& att férsdkringsbestdndet inte utvecklas
som férvantat. Denna risk dr den stérsta risken for
Koncernens fondférsdkringsverksamhet dé& denna del
fortfarande befinner sigiett uppbyggnadsskede.
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Kapitalkraven (enligt Fl:s trafikljusmodell) nedan avser
endast moderféretaget dé& fondférsdkringsbolagets
forsakringsrisker ér féorsumbara.

| tabellen visas hur de férsdkringstekniska
avsdttningarna férandras om dédligheten, sjukligheten
eller annullationer féréndras enligt ett visst scenario.
Kapitalkravet pé&verkar resultat och eget kapital.

Dédssannolikheten som bygger pd dédlighetsantaganden
enligt DUS 06 antas minska med 20 %. En minskad
dédssannolikhet innebdr minskade avsattningar for
doédsfallsforsakringar och 6kade avsattningar for
livsfallsférsakringar. I tabellen visas det sammanvégda
resultatet. Det &r en tabell som anvénds fér Finansinspek-
tionens trafikljustest, som &r en stresstest for finansiella
risker och férsakringsrisker. Sjukligheten stressas genom
att ettérssannolikheten for insjuknande 6kas med 50 %,
sannolikheten att sjukfall upphér minskas med 20 % och
invaliditetsgraderna ékas med 20 %.

Tabellen visar ocksé diversifieringseffekten mellan de
olika riskerna.

Kapitalkrav forsdkringsrisker enligt

trafikljusmodellen

Riskomrade (Ksek)

2020-12-31 2019-12-31
Dodlighet 129394 133030
Sjuklighet 7852 12082
Annullation 3935 3070
- Diversifieringseffekt -8582 -10849
Totalt kapitalkrav 132599 137333

Finansiella risker

De fér Koncernen betydande finansiella riskerna bestér av
ranterisk, aktiekursrisk, fastighetsprisrisk, kreditrisk,
valutakursrisk samt likviditetsrisk. Nedan foljer en
sammanstdlining av de olika instrumenten samt tillhérande
risker. Samtliga framrdknande belopp pdaverkar resultat
och eget kapital. Placeringstillgéngar och avsattningar
dar livférsakringstagaren bdr placeringsrisken ér
exkluderade pga. att dessa poster inte pdverkar
koncernens finansiella risk.

Ranterisk
Skillnadeniléptid (duration) mellan tillgédngar och skulder
avgor hur stor den totala rdnterisken ér.

30

Signerat AH, HL(d, HB, AT, LS, MB, JA, JSd, PN, HP



Svenska rantebdrande placeringarnas duration var vid
dretsslut 0,3 (3,4) &r och de utléndska placeringarnas
durationvar 5,5 (3,1) &r. Vid en marknadsrénteféréndring
motsvarande +/-100 baspunkter sjunker/dkar vérdet pé
rantebdrande vardepapper med 93 (67) Msek.

I enlighet med Finansinspektionens féreskrifter om
aktsamma antaganden vid berdkning av FTA fér
tjdnstepension tilldmpar koncernen en réntekurva som
bestédms av marknadsnoterade swaprdntor.

Marknadsréntorna péverkar i hég grad vardet av
férsékringstekniska avsdttningarna, och under 2020 sjonk
rantorna och vihar ett I&granteléage.

Marknadsvdrdet pd férsékringstekniska avsattningar var
4 334(4 540) Msek. Durationenvar 11,2 (11,4) ér. Vid en
marknadsranteféréndring motsvarande +100 baspunkter
sjunker vérdet p& avsattningen med360 (399) Msek.

Vid en marknadsrénteféréndring motsvarande - 100
baspunkter kar vardet pd avsattningen med 58(195)
Msek.

Koncernen harimoderféretagets placeringsriktlinjer
angivit att tillgéngar med rénteexponering, dvs rénte-
bdrande vardepapper och ranteswapar, ska féréndras
med minst 25 % av motsvarande vardeférandring i FTA.

2020 Réantekanslighet
(1 % ranteféréndrings p&verkan pé verkligt varde for

moderféretaget)
MSEK Med derivat Utan derivat
Tillgédngar 93 93

Forsakrings-
tekniska 54 54
avsdattningar

Matchning 172 % 172 %

2019 Réntekénslighet
(1 % ranteférandrings paverkan pd verkligt varde for

moderféretaget)
MSEK Med derivat Utan derivat
Tillgdngar 67 67
Forsakrings-
tekniska 195 195
avsdattningar
Matchning 34% 34%
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Aktiekursrisk

Aktiekursrisk ér risken for att marknadsvérdet péen
aktieplacering sjunker till f6ljd av samhdllsekonomiska eller
andra faktorer. Aktiekursrisk motverkas frdmst genomen
diversifiering av Koncernens aktieportféljgenom attistor
utstrdckning anvénda fond-i-fond fonder fér aktie-
exponering, se not 15. Vid en kursuppgdng/nedgang pd 10
procent 6kar/sjunker vardet pa aktieportféljen med 247
(269) Msek.

Fastighetsprisrisk

Koncernen har valt att placeraibostadsfastigheteri
storstadsregioner fér att minska fastighetsprisrisken, se not
13. Dessutom har koncernen dven en fastighetsfond.

Vid en prisuppgdng/nedgdng pd 10 procent dkar/sjunker
fastigheternas varde med 240 (184) Msek.

Kreditrisk

Med kreditrisk menas att motparten inte kan fullgéra sina
betalningar, vilket skulle leda till kreditférluster. For att
minska kreditrisken placerar Koncernenifond-i-fond fonder
s& att exponeringen av enskilda innehav minskas.
Marknadsvérdet av tillgédngar med kreditrisk vid &rets slut
var 1742 (2009) Msek.

Valutakursrisk

Med valutakursrisk avses den paverkan som
valutaférandringar har pé vérdet av de placeringstillgéngar
som ar placeradei utléndsk valuta. Fér att hantera
valutakursrisken placerar Koncernenifond-i-fond fonder
ddr ettstort antal valutor férekommer fér att undvika stor
exponering mot en valuta. Marknadsvérdet av tillgéngari
utlédndsk valuta (utan valutasdkring) vid drets slut var 1894
(1200) Msek avsamtliga placeringstillgéngar. Vid en
kursuppgéng/nedgéng pa 10 procent 6kar/sjunker vardet
pa tillgdngarna med 189 (120) Msek.
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Likviditetsrisk

Koncernens strategi dr attisé stor utstrdckning som méjligt matcha férvéntade in- och utbetalningar. Huvuddelen av

Koncernensinvesteringar ar placeradeilikvida tillgéngar, vilket innebdr att de med kort varsel kan séljas. Koncernen har
stkerstallt att alltid ha tillrackligt med likvida medel fér att hantera kassaflédena.

For Koncernen ser kontraktuellt kassafléde ut enligt nedan:

2020

Forsakringsteknisk avsattning, diskonterat
Fondférsakringsdtaganden
Skulder, odiskonterat

Total

2019

Forsakringsteknisk avsattning, diskonterat

Fondférsakringsdtaganden

Skulder, odiskonterat

Total

Operativa risker

0-3man

31319
18 687
63951
113957

0-3maén

34784
13348
53612
101744

163596
34389

197985

182513
33645

216158

1-5ar

979999
229415

1209414

1-5ar

1068044
225241

1293285

5-10ar

1002510
250724

1253234

5-10 ér

1035278
343874

1379152

11ar+

2156982
487765

2644747

2219791
708794

2928585

Med operativa risker menas brister i intern kontroll, manskliga fel samt brister i arbetsprocesser mm. En viktig del av

riskhanteringen ar processarbetet. Den operativa riskorganisationen ska sékerstalla att féretagens processarbete

fungerar tillfredstdllande utifrén ett riskperspektiv. Processerna ar utgdngspunkten for riskanalysen, vilket dterspeglasi

organisation och handlingsplaner.

En central deliprocessutvecklingen dr att arbeta med sténdiga forbéttringar inom ramen fér riskminimering. |

riskkommitténs arbete och analys har speciellt risken fér personberoende belysts. Atgarder har genomférts for att minska
personberoendet med bl. a dokumentation och backuplésning. Nytt arbetssatt med arbete i avdelningséverskridande

team har dven inforts.
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Féljande tabell visar Koncernens tillgdngar och skulder, vérderade till
verkligt varde per 31 december

Tillgéngar Ksek

2020

Fastigheter 2395687 2395687

Aktier och andelar 2152532 146057 2298589

Oblig. och andra rantebdrande vp 1741812 1741812

Fondférsakringstillgdngar 1020980 1020980

Bankmedel 223280 223280

Skulder

Fondférsakringsdtaganden 1020980 1020980

2019

Fastigheter 1838798 1838798

Aktier och andelar 2598136 84472 2682608

Oblig. och andra rantebérande vp 2009467 2009467

Fondférsakringstillgdngar 1324903 899825

Bankmedel 101320 101320

Skulder

Fondférsakringsédtaganden 1324903 1324903
. Férandringeniniva 3 tillgdngar avser orealiserad vardeféréndring i fastighetsinnehav. Samtliga fastigheter avser férvaltningsfastig-

heter till verkligt varde. Dessa varderas av oberoende vérderare, enligt vérderingshandledning. De féljer riktlinjerna fér Svenskt fastig-
hetsindex. Se vidare under not.1, vérderingsprinciper byggnader och mark.

. Onoterade aktier varderas till verkligt varde.

Berdkning av verkligt varde

. Noterade priser (ojusterade) p& aktiva marknader fér identiska tillgéngar eller skulder (nivé 1).

. Andra observerbara data for tillgédngen eller skulder én noterade priser inkluderade i nivé 1, antingen direkt (dvs. som prisnoteringar)
ellerindirekt (dvs. hérledda frén prisnoteringar) (niva 2).

. Data fér tillgéngen eller skulden som inte baseras pé& observerbara marknadsdata (dvs. ej observerbara data) (nivé 3).
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Finansiella instrument i kategorier

Koncernen

Finansiella tillgéngar och skulder vérderade till verkligt vérde via

2020-12-31 resultatrdkningen

Tillgéngar och skulder i Léne-och Via Redovisat Anskaffnings

Verkligt varde

balansrdkningen kundfordran identifikation vérde vérde

Tillgédngar

Aktier och andelar - 2298589 2298589 2298589 1754778
Rantebérande vardepapper - 1741812 1741812 1741812 1612298
Fondférs.tillg. - 1020980 1020980 1020980 1020980
Kassa och bank 223280 = 223280 223280 223280
Summa 223280 6016978 6118298 6118298 4711336
Skulder

Fondférsakringsdtagande 1020980 1020980 1020980 1020980
Ovriga skulder 57 668 = 57 668 57 668 57 668
Summa 57668 1020980 1078 648 1078 648 1078 648

Finansiella tillgéngar och skulder vérderade till verkligt vérde via

2019-12-31 resultatrékningen

Tillgéngar och skulder i Léne-och Via Redovisat Anskaffnings

Verkligt varde

balansrdkningen kundfordran identifikation vérde vérde

Tillgéngar

Aktier och andelar - 2682608 2682608 2682608 2522604
Rantebérande vardepapper - 2009 467 2009467 2009 467 1810017
Fondférs.tillg. - 1324903 1234903 1324903 1324903
Kassa och bank 101320 - 101320 101320 101320
Summa 101 320 6016978 6118298 6118298 5758844
Skulder

Fondférsakringsdtagande 1324903 1324903 1324903 1324903
Ovriga skulder 43268 = 43268 43268 43268
Summa 43268 1324903 1368171 1368171 1368171

Svensk Handel Pensionskassan org.nr 802005-5631 34

Arsredovisning 2020

Transaktion 09222115557445607134 Signerat AH, HL(d, HB, AT, LS, MB, JA, JSd, PN, HP




Finansiella instrument i kategorier

Moderféretaget

2020-12-31

Tillgéngar och skulder i Léne-och Via Redovisat Verkligt Anskaffnings
balansréikningen kundfordran identifikation varde varde varde

Tillgédngar

Aktier och andelar - 3907037 3907037 3907037 3467076
Kassa och bank 198388 - 198388 198388 198388
Summa 198 388 3907037 4105425 4105425 3665464
Skulder

Ovriga skulder 42 633 = 42 633 42633 42633
Summa 42633 - 42633 42633 42633

2019-12-31

Tillgéngar och skulder i Léne-och Via Redovisat Verkligt Anskaffnings
balansrékningen kundfordran identifikation varde varde varde

Tillgéngar

Aktier och andelar = 4628589 4628589 4628589 4332621
Kassa och bank 85443 - 85443 85443 85443
Summa 85443 4628589 4714032 4714032 4418064
Skulder

Ovriga skulder 29086 - 29086 29086 29086
Summa 29086 - 20809 29086 29086
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Nettovinst eller férlust per kategori finansiella instrument, Ksek

Finansiella tillgéngar vérderade till verkligt varde

Finansiella tillgéngar Viaidentifikation

Koncernen 2020
Aktier och andelar
Rantebarande vardepapper inkl uppl ranta

Summa

Koncernen 2019
Aktier och andelar
Rantebdrande vardepapper inkl uppl ranta

Summa

Finansiella tillgéngar vérderade till verkligt varde

303944
55793
359737

531710
122602
654312

Finansiella tillgéngar Viaidentifikation

Moderféretaget 2020
Aktier och andelar
Rdantebdrande vardepapper inkl uppl ranta

Summa

Moderféretaget 2019
Aktier och andelar
Rantebdrande vardepapper inkl uppl ranta

Summa
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220935
47980
268915

531273
120234
651507
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Totalt

303944
55793
359737

531710
122 602
654312

Totalt

220935
47980
268915

531273
120234
651507
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Noter till resultatrékningen

Koncernen Moderféretaget

2020

Belopp i Ksek

Not 3. Premieinkomst

Lépande premier, avd. | 54726 64801 54726 64801
Engdngspremier, avd.| 16363 38586 16363 38586
Lépande premier ITP, avd. Il 5568 5784 5568 5784
Summa premieinkomst 76 658 109171 76 658 109171

Not 4. Kapitalavkastning, intédkter

Hyresintakter frén byggnader och mark 57283 62694 57283 62694
Erhélina utdelningar, rabatter 9038 8382 - -
Ranteintdkter

-Obligationer och andra réntebdrande vardepapper - 8 - -
- Ovrigaintdkter 5256 4312 - -
Summa direktavkastning 71578 75396 57283 62694

Realisationsvinster

- Aktier och andelar 44180 - 44180 -
- Obligationer och andra réntebdrande vardepapper - 9154 - 9154
Summa realisationsvinster 44180 9154 44180 9154
Summa kapitalavkastning, intakter 115758 84550 101463 71848

Not 5. Orealiserade vinster pé placeringstillgéngar

Vardeokningar pa évriga placeringstillgédngar

- Aktier och andelar 176714 529564 176755 529123

- Obligationer och andra rénteb&rande vardepapper 91964 115594 94935 113230

- Fastigheter 285830 196 094 285830 196094

-Ovrigt - - - -

Summa orealiserade vinster pé placeringstillgdngar 554507 841252 557520 838447
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Noter till resultatrékningen

Koncernen Moderféretaget

2020

Belopp i Ksek

Not 6. Férsdkringserséttningar

Utbetalda férsakringserséttningar

Avd. | Alderspensioner -163 653 -162 868 -163653 -168868
Premiebefrielser -274 -379 -274 -379
Efterlevandepensioner -7 680 -7468 -7 680 -7468
Bestandsoverlatelse /&terkop/flytt -230755 -7 404 -230755 -7 404

-402363 -178119 -402 363 -178119

Avd. Il Alderspensioner -16 385 -18492 -16 385 -18492
Sjukutbetalningar -429 -343 -429 -343
Efterlevandepensioner -589 -1446 -589 -1446

-17 403 -20281 -17 403 -20281

Summa férsékringserséttningar fére avgiven aterférsékring -419766 -198400 -419766 -198400

Forandring i avsattning for oreglerade skador 7407 -7292 7407 -7292

Summa férsdkringserséttningar efter avgiven aterforsékring -412358 -205692 -412358 -205692

Not 7. Férdndringilivforsékringsavséttningar

Inbetalningar -75613 -108126 -75613 -108126
Utbetalningar 418145 196779 418145 196779
Foréndring p.g.a. dndrat rénteantagande -160643 -264134 -160643 -264134
Forrantning -30646 -44 333 -30646 -44 333
Dédlighet -4948 801 -4948 801
Foréndrade avsattningsantaganden - - - -
Bvrig férandring 52301 52699 52301 52699
Summa férdndring i andra férsakringstekniska avsattningar 198596 -166 314 198596 -166314
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Noter till resultatrékningen

Koncernen Moderféretaget

2020

Belopp i Ksek

Not 8. Driftskostnader

Specifikation av resultatposten driftskostnader

Anskaffningskostnader -1522 -2984 - -
Administrationskostnader -55502 -48462 -42534 -40053
Foréndring forutbetalda anskaffningskostnader -15132 1757 - -
Summa driftskostnader -72157 -49 689 -42534 -40053
Anskaffningskostnader -1522 -2984 - -
Administrationskostnader -55502 -48462 -42534 -40053
Foréndring forutbetalda anskaffningskostnader -15132 1757 - -
Finansférvaltningskostnader -10210 -9295 -9956 -9119
Fastighetsférvaltningskostnader -1787 -1782 -1787 -1782
Summa totala driftskostnader -84154 -60766 -54277 -50954

Not 9. Kapitalavkastning, kostnader

Driftskostnader fér byggnader och mark -31201 -35643 -31201 -35643
Finansférvaltningskostnader -10210 -9295 -9956 -9119
Realisationsférluster réntebdrande vardepapper -46 955 -2 -46955 -
Realisationsférluster fastigheter -2900 - -2900 -
Summa kapitalavkastning, kostnader -91266 -44940 -91012 -44762

Not 10. Ovriga tekn. poster och skatt p& érets resultat

Avkastningsskatt -3816 -3456 - -
Arets inkomstskatt - -785 - -
Avkastningsskatt moderféretaget -5329 -4072 -5329 -4072
Summa évriga tekn. poster och skatt pa drets resultat -9145 -8313 -5329 -4072
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Noter till balansrékningen

Koncernen

2020

Moderfoéretaget

2020

Belopp i Ksek

Not 11. Immateriella tillgéngar

IT system
Anskaffningsvarde 7707 7707 7707 7707
Arets avskrivningar -3625 -2392 -3625 -2392
Redovisat varde den 31 december 4082 5315 4082 5315
Not 12. Byggnader och mark
Ingdende verkligt varde 1838798 1629204 1838798 1629204
Forséljning -422000 - -422 000 -
Investering 693058 13501 693058 13501
Orealiserad vardeféréandring 285831 196 093 285834 196 093
Utgéende verkligt véirde den 31 december 2395687 1838798 2395687 1838798
Anskaffningsvarde 899718 447929 899718 447929
Vérde per kvm bruksarea, kr 80045 40779 80045 40779
Ytvakansgrad, % 3,1 4,5 3,1 4,5
Direktavkastning, % 1,4 1,6 1,4 1,6
Kommun/ gatuadress :;Set::i:f:gs Taxeringsvérde Total l;,i:)llt,: Murkn.va;::eelé
Malméregionen
Fridhemstorget 20 Krageholm 5 58579 2733 103 000
Tessins véig 18A och 18B Krageholm 6 60000 2822 103000
Totalt Malméregionen 118579 5555 206 000
Stockholmsregionen
Linnégatan/Skeppargatan Havsfrun 11 114618 3364 313000
Brannkyrkagatan/Tavastgatan Héga Loftet 1 94200 2979 302000
Karlav 71 / Sibylleg 36 Rackelhanen 1 106 800 2937 257000
Karlav 73 / Jungfrug 29 Rackelhanen 2 113400 2660 243000
Jungfrugatan 4 Sjéhasten 2 37021 965 82700
Jungfrugatan 6 Sjéhasten 3 101 000 2878 250000
Skeppargatan 27 Havssvalget 20 151 000 4324 365000
Storgatan 42-44 Lagret5 87190 1986 194000
Totalt Stockholmsregionen 805229 17904 2006 700
Fastighetsfond ALMA1 - - 127112
Fastighetsobligation, hybrid - - 50875
Totalsumma fastigheter 923808 23459 2395687
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Noter till balansrékningen

Koncernen Moderforetaget

2020 2020

BeloppiKsek

Not 13. Aktier och andelar i koncernféretag
Svensk Handel Fondférsakring AB, 516406—
0310, med sate i Stockholm 100 % Ggarandel,
15000 aktier

Marknadsvarde - - 64870 100000

SH Pension Investment Fund, med sate i Dublin

pé Irland

-Obligationer och andra rénteb. vérdep. - - 1691671 2297986
- Aktier och andelar - - 2150496 1930603
Redovisat varde den 31 december - - 3907037 4628589
Aktiernas anskaffningsvérde - - 3398714 4243706

Sevidareiredovisningsprinciperna, sid 29

Not 14. Aktier och andelar
Aktierna och andelarna érivdarderade till verkligt varde

Noterade aktier och andelar 2152532 2598136 - -
Eequity AB (Onoterade aktier och andelar) 146 057 84472 146 057 84472
2298589 2682608 146 057 84472

Sevidareiredovisningsprinciperna, sid 29
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Noter till balansrékningen

Koncernen

Not 15. Obligationer och andra réntebarande
papper

Samtliga vardepapper ér varderade till verkligt

varde
Noterade véardepapper 1741812 2009 467
Redovisat varde den 31 december 1741812 2009467

*Innehavetikoncernen avser réntebdrande vardepapperi SH Pension Investment Fund,
senot. 13, se vidare i redovisningsprinciperna, sid 27.

Not 16. Fondférsékringstillgéngar

Samtliga vardepapper ar i BR varderade till
verkligt varde

Aktiebaserade tillgangar 781989 1036909
Réntebaserade tillgédngar 238991 287994

1020980 1324903
Ingéende balans 1324903 899 825
Inbetalningar 160076 267846
Utbetalningar -549 640 -75139
Avgifts- och skatteuttag -8194 -6956
Vardeférandring 93835 239328
Utgéende balans 1020980 1324903
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Noter till balansrékningen

Koncernen Moderféretaget

2020

Belopp i Ksek

Not 17. Materiella tillgdngar

Anskaffningsvérde 4330 4102 2386 1510
Kép och férsaljningar -888 - - -
Avskrivningar -1600 -1316 -1148 -667
Redovisat varde den 31 december 1843 2786 1238 843

Not 18. Forsakringstekniska avséttningar

Livforsakringsavsattning

Ingé&ende livférsakringsavsattning, avd. | 4097 667 3944867 4097 667 3944867
Ingé&ende livférsakringsavsattning avd. Il 430836 417322 430836 417 322
Ing&ende avsattning oreglerade skador 11907 4615 11907 4615

4540410 4366804 4540410 4366804
Inbetalningar 75613 108126 75613 108126
Utbetalningar -418145 -196779 -418145 -196779
Dodlighet 4948 -801 4948 -801
Andrad marknadsrdnta 160643 264134 160643 264134
Forrantning 30646 44333 30646 44333
Avsdttning oreglerade skador - 7292 - 7292
Férandrade avsattningsantaganden -7 407 - -7 407 -
Ovrigt - -52 699 - -52699
Utgdende livférsakringsavsattning, avd. | 3886424 4097 667 3886424 4097 667
Utgdende livférsakringsavsattning, avd. Il 443483 430836 443483 430836
Utgdende avsdattning oreglerade skador 4500 11907 4500 11907
Utgéende balans per den 31 december 4334407 4540410 4334407 4540410

Not 19. Ovrigaskulder

Leverantérsskulder 7794 7984 7794 7984
Skulder avseende gruppforsédkring 8921 8921 - -
Skatteskuld personal & férsékr.tagare 5933 17 645 6219 15411
Ovrigt 35020 8718 28621 5988
Redovisat vérde den 31 december 57 668 43268 42633 29086

Not 20. Ovriga upplupna kostnader och férutbetalda intékter

Upplupna fastighetskostnader 1468 3279 1468 3279
Upplupna semesterléner 1246 1100 923 627
Sociala avgifter 721 556 582 408
Ovr. uppl. kostn. och férutb. intdkter 2847 5409 2783 4948
Redovisat varde den 31 december 6282 10344 5756 9262
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Noter

Koncernen Moderforetaget

2020

Belopp i Ksek

Not 21. Registerférda tillgdngar

Réntebdrande 1691671 4528588 1691671 4528588
Aktier 2361423 295869 2361423 295869
Fastigheter 2217700 1727400 2217700 1727400
Ovrigt 376375 85442 376375 85442
Fondférsakringstillg 1020980 1324903 - -
Summa 7668149 7962202 6647169 6637299

Not 22. Stdllda sékerheter och eventualférpliktelser
Panter och déarmed jamférliga sakerheter stallda for egna skulder och fér sésom avsattningar redovisade forpliktelser,
varje slag for sig.

- For forsakringstagarnas rakning
Registerférdatillgéngar 7668149 7962202 6647169 6637299

Lé&sta konton avseende férekomna

ont - , 28512 = 28512 =
pantsattningar, salda fastigheter

Ovriga jamférliga sdikerheter, eventualférpliktelser samt &taganden saknas.
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Noter

Not 23. Medelantal anstallda, sjukfrénvaro samt I6ner och andra erséttningar
Koncernen féljer den ersattningspolicy som faststdllts av respektive foretagsstyrelse.

Koncernen
Medelantal anstéllda 2020 2019
Mdn Kvinnor Totalt Mdn Kvinnor Totalt
Sverige 15 13 28 18 10 28
Kénsférdelning i féretagledningen
Styrelser 5 6 11 6 6 12
VD dotterbolag 1 - 1 1 - 1
Koncernchef — 1 1 1 - 1
Ledningsgrupp 1 4 5 4 2 6
Summa 7 11 18 12 8 20
Kostnader for ersattningar till anstdllda 2020 2019
styr\elllz Tja":;: Totalt styr\elllz TJ&"::;: Totalt
Fasta l6ner och ersattningar 4495 16843 21338 4099 17822 21921
Rérliga léner och ersattningar = = = = - -
Pensionskostnader inkl [6neskatt 810 4457 5267 1291 4422 5713
Sociala avgifter 1216 5770 6986 1288 5755 7043
Summa 6521 27070 33591 6678 27999 34677
Moderféretaget
Medelantal anstdllda 2020 2019
Man Kvinnor Totalt Man Kvinnor Totalt
Sverige 10 11 21 11 7 18
Konsfordelning i féretagledningen
Styrelsen 4 3 7 4 4 8
VD - 1 1 - 1 1
Ledningsgruppen 1 4 5 2 1 3
Summa 5 8 13 6 6 12
Kostn. for ers till anstdéllda och styrelse 2020 2019
styr\eIIIZe/e Tjan:'lt:; LGS styr\elllz: Tjan::l; LS
Fasta léner och ersattningar 2969 11966 14935 2617 11647 14264
Rérliga léner och ersattningar - - - - - -
Pensionskostnader inkl I6neskatt 668 3270 3938 854 3092 3946
Sociala avgifter 933 4059 4992 822 3577 4399
Summa 4570 19295 23865 4293 18316 22609
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Noter

Ersdattningar till ledande befattningshavare

Koncernen

Till styrelsens ordférande och styrelseledaméterna utgdr fast arvode enligt foreningsstémmans beslut. Ersattning till VD utgérs av
grundlén enligt avtal samt pension ienligthet med kollektivavtalet. Inga rérliga ldnedelar utgdr till VD eller styrelse under 2020.
Pensionskostnad ér belastad med sarskild [6neskatt. Vid uppsagning av VD frén féretagets sida utgér 6 ménadsléner. Den 1 januari
2013 upphordetillikaanstallningen. Tjansteméannen har sedan dess varit anstallda antingen i Pensionskassan eller i Fondférsakrings-
bolaget. VDar féljer pensionsplanienlighet med FTP 2.

Koncernen

Ersdattningar under 2020 Fast ersattning Rorlig erséttning Pensionskost Totalt
Annelie Helsing, VD frdn mars 2020 1298 = 333 1631
Lena Schelin, tf VD till och med febr 2020 1039 - - 1039
David Blocho, VD i Fond frén sept 2020 361 - 75 436
Catarina Ingelstam, tf VD febr-sept 2020 747 - - 747
Kjell Bjork, VD Fond t o m jan 2020 210 - 67 277
Hans Léwlund, ordf. Pensionskassan 264 - - 264
Monica Bloom, ledamot 176 - - 176
e i - - e
Jérgen Sundqyist, ledamot - - 131 131
Harald Bengtsson, vice ordf. - - 204 204
Jan Ahlander, ledamot 164 - - 164
Victoria Thore, ledamot 47 - - 47
Annette Tiljander, ledamot 59 - - 59
Summa 4495 - 810 5305
Koncernen

Ersattningar under 2019 Fast erséttning Rérlig erséttning Pensionskost Totalt
Lena Schelin, fd.VD 390 - 49 439
Stefan Eliasson, fd. VD 1825 = 445 2270
Kjell Bjork, VD Fondfors. 1298 - 437 1735
Hans Léwlund, styrelseordf. 184 - - 184
Peter Andrée, ledamot Fondférs. 46 - - 46
Monica Bloom, ledamot 161 - - 161
Joachim Spetz, ordf. Fondfors. 92 - - 92
Victoria Thore, ledamot - - 117 117
Annelie Petersén, ledamot 46 - 46 46
Jérgen Sundqyist, ledamot - - 97 97
Harald Bengtsson, ledamot - - 146 146
Jan Ahlander, ledamot 46 - - 46
AsaNorrman Grenninger, suppl 11 - - 11
Summa 4099 - 1291 5390

Svensk Handel Pensionskassan org.nr 802005-5631 46

Arsredovisning 2020

Transaktion 09222115557445607134 Signerat AH, HL(d, HB, AT, LS, MB, JA, JSd, PN, HP




Noter

Moderféretaget

Erséttningar under 2020 Fast ersattning Rérlig erséttning Pensionskostnad Totalt
Annelie Helsing, VD mars-dec 1298 - 333 1631
Lena Schelin, t f VD jan-febr 1008 - - 1008
Hans Lowlund, ordférande 264 - - 264
Harald Bengtsson, vice ordf. - - 204 204
Jorgen Sundqvist, ledamot - - 131 131
Monica Bloom, ledamot 129 - - 129
Jan Ahlonder, ledamot 164 - - 164
Victoria Thore, fd. ledamot 47 - - 47
Annette Tiljander, ledamot 59 - - 59
Summa 2969 - 668 3637
Moderféretaget

Erséattningar under 2019 Fast ersattning Rérlig erséttning Pensionskostnad Totalt
Lena Schelin, fd. VD 390 - 49 439
Stefan Eliasson, fd. VD 1825 - 445 2270
Hans Lowlund, ordf. 184 - - 184
Monica Bloom 115 - - 115
Jorgen Sundqvist - - 97 97
Annelie Petersén, ledamot 46 - - 46
Harald Bengtsson, ledamot - - 146 146
Victoria Thore, ledamot - - 117 117
Asa Norrman-Grenninger, suppl 11 - - 11
Jan Ahlonder, ledamot 46 - - 46
Summa 2617 = 854 3471
Not 24. Arvode och kostnadserséttning till revisorer

Koncernen 2020 2019
Deloitte, revisionsuppdrag 715 275
PWC, revisionsuppdrag - 265
Summa 715 540
Moderféretaget 2020 2019
Deloitte, revisionsuppdrag 575 175
PWC, revisionsuppdrag - 165
Summa 575 340
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Noter

Not 25. Upplysningar om transaktioner med nérstdende

Koncernen och moderféretaget

Svensk Handel Pensionskassan och det helégda dotterbolaget Svensk Handel Fondférsakring AB bildar en koncern, under
gemensamma varumdrket SH Pension.

Ett uppdragsavtal finns mellan Kassan och det helagda Fondférsakringsbolaget. Avtalet som gdller frén och med 1 januari 2013 inne-
bar bland annat att Kassan képer r&dgivning frén Fondférsékringsbolaget och att Kassan tillhandahdller férsakringsadministration,
ekonomiredovisning och systemutveckling &t Fondférsakringsbolaget.

Foljande vasentliga nérstdende transaktioner har férekommit under 2020:
Svensk Handel Pensionskassan har nettofakturerat Svensk Handel Fondférsakring AB med 5 818 KSek fér gruppinterna tjénster.

Foljande vasentliga nérstdende transaktioner har férekommit under 2019:
Svensk Handel Pensionskassan har nettofakturerat Svensk Handel Fondférsékring AB med 3 216 KSek for gruppinterna tjénster.

Styrelse och féretagsledning dr ocksé narstéende, se not 24.

Not 26. Forslag till disposition

Svensk Handel Pensionskassans styrelse foreslar att arets resultat 383 003 558 kronor 6verférs till konsolideringsfonden for
respektive férsékringsgren enligt nedan:

kronor
Ingéende konsolideringsfond 2020-01-01 1928082814
Avdelning |, premiebestémd traditionell férsdkring 328357304
Avdelning Il, férmdansbestamd traditionell férsakring 54646253
Summa 2311086371

Not 27. Haéndelser efter balansdagen

Under mars 2021 kompletterades ansdkan om ombildning till tjGnstepensionsférening samt med utékad koncession, infor
Finansinspektionens beslut. Nasta steg efter ombildningen @r att anséka om bestandsdverlatelse av fondférsakringsbestandet i
dotterbolaget SH Fondférsakring AB.

Den pandemi som pégick under stérre delen av 2020, och forfarande pdgér, har p&verkat verksamheten. Alla verksamhets-
processer har fungerat bra dven under de perioder d& medarbetare har utfért arbetet hemifrdn. Nyteckningen har paverkats
negativt dé dels kundernas behov éndrats, och dven p g av att omstallningen till digitala méten inte kunnat genomféras direkt.
Hemarbete fortsatter sé lange rekommendation frdn myndigheten kvarstér.
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Stockholm den 21 april 2021

Hans Lowlund
Ordférande

Joérgen Sundqvist

il, A
A

Lena Schelin

Harald Bengtsson
Vice ordférande

MonicaBloom

Annelie Helsing
Verkstallande direktér

V@r revisionsberdttelse har ldmnats den 29 april 2021

Henrik Persson

Auktoriserad revisor

Peter Nylander

Lekmannarevisor
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Till féreningsstdmman i Svensk Handel Pensionkassan,

Revisionsberattelse

forsakringsférening organisationsnummer 802005-5631

Rapport om a@rsredovisningen och

koncernredovisningen
Uttalanden

Vihar utfért en revision av érsredovisningen och koncern-
redovisningen fér Svensk Handel Pensionskassan, férsak-
ringsférening fér rékenskapsdret 2020-01-01-2020-12-31.
Foreningens arsredovisning och koncernredovisning ingér
pdsidorna 10-49 i detta dokument.

Enligt var uppfattning har Grsredovisningen upprattatsi
enlighet medlagen om Grsredovisning i férsakringsféretag
och gereniallavdasentliga avseenden rattvisande bild av
Svensk Handel Pensionskassan, férsékringsférenings finan-
siella stélining per den 31 december 2020 och av dess finan-
siella resultat och kassafléde for dret enligt lagen om drsre-
dovisning i férsdkringsforetag. Koncernredovisningen har
uppréttatsienlighet medlagen om &rsredovisning i férsak-
ringsféretag och ger enialla vasentliga avseenden rattvis-
ande bild av koncernensfinansiella stallning per den 31 de-
cember 2020 och av dess finansiella resultat och kassafléde
for &retenligt International Financial Reporting Standards
(IFRS), sésom de antagits av EU och lagen om Grsredovisning
i forsékringsféretag. Férvaltningsberdttelsen ar férenligmed
Arsredovisningens och koncernredovisningens évriga delar.

Vitillstyrker darfér att féreningsstémman faststaller resul-
tatrakningen och balansrdkningen fér moderféreningen
och koncernen

Grund for uttalanden

Vihar utfért revisionen enligt International Standards on
Auditing (ISA) och god revisionssed i Sverige. Vart ansvar
enligt dessa standarder beskrivs ndrmare i avsnittet
Revisorns ansvar. Vi ar oberoende i férhéllande till Svensk
Handel Pensionskassan, férsdkringsférenings enligt god
revisorssed i Sverige och har i évrigt fullgjort vért yrkes-
etiska ansvar enligt dessa krav.

Vianser att de revisionsbevis vi har inhémtat ér tillrackliga
och dndamalsenliga som grund fér véra uttalanden.

Annan information &n &rsredovisningen och
koncernredovisningen

Det &r styrelsen och verkstdllande direktéren som har
ansvaret for den andrainformationen. Den andrainfor-
mationen bestdr avsidorna 1-9 och 53, men innefattar inte
Arsredovisningen och koncernredovisningen och var
revisionsberdttelse avseende denna.

V@rt uttalande avseende drsredovisningen och koncern-
redovisningen omfattar inte dennainformation och vi gér
inget uttalande med bestyrkande avseende denna andra
information.
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I samband med var revision av @rsredovisningen och kon-
cernredovisningen dr det vart ansvar att Iésa den infor-
mation som identifieras ovan och évervéga om infor-
mationen ivasentlig utstrdckning ar oférenlig med
arsredovisningen. Vid denna genomgadng beaktar vi dven
den kunskap viiévrigtinhdmtat under revisionen samt
bedémer om informationeni évrigt verkar innehalla
vdsentliga felaktigheter.

Om vi, baserat pd det arbete som har utférts avseende
dennainformation, drar slutsatsen att den andrainforma-
tionen innehdller en vasentlig felaktighet, ar viskyldiga att
rapportera detta. Viharinget att rapporteraidet
avseendet.

Styrelsens och verkstdllande direktérens ansvar

Det dr styrelsen och verkstdllande direktéren som har an-
svaret for att drsredovisningen och koncernredovisningen
upprdttas och att den ger en rattvisande bild enligt lagen
om Grsredovisning i férsakringsféretag och, vad géller
koncernredovisningen, enligt IFRS sdsom de antagits av
EU. Styrelsen och verkstallande direktdren ansvarar dven
fér deninterna kontroll som de bedémer ér nédvandig for
att uppratta en arsredovisning och koncernredovisning
sominteinnehdller ndgra vasentliga felaktigheter, vare sig
dessa beror pé oegentligheter eller pd misstag.

Vid uppréttandet av arsredovisningen och koncernredovis-
ningen ansvarar styrelsen och verkstdllande direktéren for
bedémningen av féreningens formdaga att fortsétta verk-
samheten. De upplyser, nérsé ar tillémpligt, om férhallan-
densom kan péverka férmégan att fortsétta verksam-
heten och att anvdnda antagandet om fortsatt drift.
Antagandet om fortsatt drift tilldmpas dock inte om
styrelsen och verkstdllande direktéren avser att likvidera
féreningen, upphéra med verksamheten eller inte har
ndgot realistiskt alternativ till att géra négot av detta.

Den auktoriserade revisorns ansvar

Mitt mé&l &r att uppnd en rimlig grad av sdkerhet om huru-
vida d&rsredovisningen och koncernredovisningen som helhet
inte innehéller négra vasentliga felaktigheter, vare sig dessa
beror pd oegentligheter eller p&d misstag, och attlédmnaen
revisionsberdttelse sominnehdller mina uttalanden. Rimlig
sdkerhet &renhég grad av sdkerhet, men dringen garanti
fér att en revision som utférs enligt ISA och god revisionssedi
Sverige alltid kommer att upptdcka en vasentlig felaktighet
om en s&dan finns. Felaktigheter kan uppstd pd grund av
oegentligheter eller misstag och anses vara vésentliga om
de enskilt eller tillsammans rimligen kan férvéntas paverka
de ekonomiska beslut som anvéndare fattar med grund i
arsredovisningen och koncernredovisningen.

Som del av en revision enligt ISA anvdnder jag professio-
nellt omdéme och har en professionellt skeptisk instélining
under hela revisionen. Dessutom:
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identifierar och bedémer jag riskerna for vasentliga
felaktigheteridrsredovisningen och koncern-
redovisningen, vare sig dessa beror pd oegentligheter
eller p& misstag, utformar och utfér gransknings-
Gtgdrder bland annat utifrén dessa risker och inhém-
tar revisionsbevis som ar tillrackliga och &ndamdls-
enliga for att utgéra en grund for vara uttalanden.
Risken fér attinte upptdacka en vésentlig felaktighet till
foljd av oegentligheter &r hégre an fér en vasentlig
felaktighet som beror p& misstag, eftersom oegentlig-
heter kan innefatta agerande i maskopi, férfalskning,
avsiktliga utelédmnanden, felaktig information eller
asidosdttande av intern kontroll.

skaffarjag mig en férstéelse av den del av féreningens
interna kontroll som har betydelse fér min revision for
att utforma granskningsatgarder som ér ldmpliga
med hdnsyn till omsténdigheterna, meninte fér att
uttala mig om effektiviteten ideninterna kontrollen.

utvarderar jag lampligheten i de redovisningsprinciper
som anvénds och rimligheten i styrelsens och verk-
stéllande direktérens uppskattningar i redovisningen
och tillhérande upplysningar.

drarjagenslutsats om ldmpligheteniatt styrelsen och
verkstallande direktéren anvdnder antagandet om
fortsatt drift vid uppréttandet av &rsredovisningen
och koncernredovisningen. Jag drar ocksé en slutsats,
med grund i de inhdmtade revisionsbevisen, om huru-
vida det finns ndgon vasentlig osdkerhetsfaktor som
avser s&dana héndelser eller férhallanden som kan
ledartill betydande tvivel om féreningens férmdga att
fortsatta verksamheten. Om jag drar slutsatsen att
detfinns en vésentlig osdkerhetsfaktor, méste jagi
revisionsberdttelsen fasta uppmdrksamheten pé
upplysningarnai &rsredovisningen och koncernredo-
visningen om den vasentliga osdkerhetsfaktorn eller,
om sé&dana upplysningar ar otillrackliga, modifiera
uttalandet om &rsredovisningen. Mina slutsatser
baseras pa de revisionsbevis som inhdmtas fram till
datumet for revisionsberdttelsen. Dock kan framtida
héndelser eller férhéllanden géra att en férening inte
l&dngre kan fortsétta verksamheten.

utvarderar jag den 6vergripande presentationen,
strukturen ochinnehdllet i arsredovisningen och kon-
cernredovisningen, daribland upplysningarna, och om
Arsredovisningen och koncernredovisningen &terger
de underliggande transaktionerna och hdndelserna
pd ett satt som ger en rattvisande bild.

Inhémtar jag tillréckliga och dandamalsenliga
revisionsbevis avseende den finansiella informationen
forenheterna eller afférsaktiviteternainom koncernen
for att géra ett uttalande avseende koncern-
redovisningen.
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Jag méste informera styrelsen om bland annat revisionens
planerade omfattning och inriktning samt tidpunkten fér
den. Jag maste ocksé informera om betydelsefulla iaktta-
gelser under revisionen, ddribland de eventuella betydande
bristeriden internakontrollen som viidentifierat.

Lekmannarevisorns ansvar

Jag har att utféra en revision enligt revisionslagen och
darmed enligt god revisionssed i Sverige. Mitt mal ar att
uppné enrimlig grad av sdkerhet om huruvida &rsredovis-
ningen har uppréttatsienlighet medlagen om érsredovis-
ning i férsakringsféretag och om érsredovisningen ger en
rattvisande bild av féreningens resultat och stéllning samt
om koncernredovisningen har upprdttatsienlighet med
lagen om &rsredovisning i férsékringsféretag och gereni
alla vésentliga avseenden réttvisande bild av koncernens
finansiella stdllning enligt International Financial
Reporting Standards (IFRS), sésom de antagits av EU,

och lagen om érsredovisning i férsdkringsféretag.

Rapport om andra krav enligt lagar

och andra forfattningar
Uttalanden

Utodver var revision av arsredovisningen och koncernredo-
visningen har vi dven utfért en revision av styrelsens och
verkstdllande direktérens forvaltning fér Svensk Handel
Pensionskassan, forsakringsforening fér rékenskapséret
2020-01-01-2020-12-31.

Vitillstyrker att féreningsstdmman beviljar styrelsens leda-
moter och verkstdllande direktéren ansvarsfrihet for
rékenskapséret.

Grund fér uttalanden

Vihar utfért revisionen enligt god revisionssed i Sverige.
Vart ansvar enligt denna beskrivs nérmare i avsnittet
Revisorns ansvar. Vi dr oberoende i férhallande till Svensk
Handel Pensionskassan, férsékringsférening enligt god
revisorssed i Sverige och hari évrigt fullgjort vart yrkes-
etiska ansvar enligt dessa krav.

Vianser att de revisionsbevis vi har inhamtat ar tillrackliga
och &ndamalsenliga som grund fér véra uttalanden.
Styrelsens och verkstdallande direktérens ansvar

Styrelsen ansvarar fér féreningens organisation och
férvaltningen av féreningens angeldgenheter. Detta
innefattar bland annat att fortlépande bedéma
féreningens ekonomiska situation och att tillse att
féreningens organisation &r utformad sé att bokféringen,
medelsfoérvaltningen och féreningens ekonomiska
angeldgenheter i vrigt kontrolleras pd ett betryggande
satt. Den verkstdllande direktdren ska skdta den 16pande
férvaltningen enligt styrelsens riktlinjer och anvisningar och
bland annat vidta de dtgérder som ér nédvandiga fér att
féreningens bokféring ska fullgérasi éverensstdmmelse
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med lag och fér att medelsférvaltningen ska skétas pé ett
betryggande satt.

Revisorernas ansvar

Vart mal betraffande revisionen av férvaltningen, och
ddrmed vért uttalande om ansvarsfrihet, ar attinhamta
revisionsbevis for att med en rimlig grad av sdkerhet kunna
bedéma om ndgon styrelseledamot eller verkstallande
direktérenindgot vasentligt avseende:

. féretagit ndgon tgard eller gjort sig skyldig till ndgon
férsummelse som kan féranleda ersdttningsskyldighet
mot féreningen, eller

«  pé&ndgotannatsatt handlatistrid medlagen om
understédsféreningar, férsékringsrorelselagen,
lagen om arsredovisning i férsakringsféretag eller
stadgarna.

Rimlig sdkerhet &renhdég grad av sékerhet, meningen
garanti for att en revision som utférs enligt god revisions-
sediSverige alltid kommer att upptéacka atgérder eller
férsummelser som kan féranleda erséttningsskyldighet
mot féreningen.

Som en del av en revision enligt god revisionssed i Sverige
anvander den auktoriserade revisorn professionellt
omddme och har en professionellt skeptisk instéllinin

under hela revisionen. Granskningen av férvaltningen
grundar sig framst pé revisionen av rékenskaperna. Vilka
tillkommande granskningsé&tgdrder som utférs baseras pa
var professionella bedémning med utgéngspunktirisk och
vasentlighet. Detinnebdr att vi fokuserar granskningen pa
sGdana &tgdrder, omrdden och férhallanden som ér
vdsentliga for verksamheten och ddr avsteg och dvertra-
delser skulle ha sérskild betydelse for féreningens situation.
Vigérigenom och prévar fattade beslut, beslutsunderlag,
vidtagna dtgérder och andra férhéllanden som ar
relevanta fér vart uttalande om ansvarsfrihet.

Stockholm den 29 april 2021

Henrik Persson Peter Nylander

Auktoriserad revisor Lekmannarevisor
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Ordlista

Derivat

Ett finansiellt instrument vars varde beror pé kursutvecklingen fér
ett annat, underliggande, instrument. Exempel pé derivat ar
terminer och optioner.

Driftskostnadsprocent
Driftskostnader i forsakringsrérelsen i forhdllande till premieinték-
ter.

Erforderlig solvensmarginal
Den lagsta kapitalbas som ett férsakringsforetag tillats ha.

Fondférsdakring

| en fondférsakring forvaltas pensionskapitalet i en eller flera
fonder som férsakringstagaren valjer. Storleken pé pensionen
bestdms av hur vérdet pé fonderna har utvecklats under spartiden.

Fribrev

Fribrev utfardas pd en férsakring om premiebetalningen avbryts i
fortid. Fribrevet innehdller uppgift om det pensionsbelopp som
tjanats in och som kommer att betalas ut nér pensionsaldern
uppndtts.

Férmdnsbestémd traditionell férsakring
Tjanstepensionssparande med forsékringsinslag (ej fondférsak-
ring), dar pensionens storlek @r bestdmd pé& férhand som en viss
procent av slutlénen. Storleken pé& arbetsgivarens inbetalda
premie styrs bland annat av férmdnens storlek och antal &r som
Gterstar till den anstdlldes pension. ITP 2 ar ett exempel p& en
féormdansbestdmd traditionell férsakring.

Férvaltningskostnadsprocent
Driftskostnader i férsdkringsrorelsen inklusive skaderegleringskost-
nader i férhallande till genomsnittligt férvaltat kapital.

Indexering av pensioner

Vid varje drsskifte kan &lderspensioner réknas om. Omrakningen
innebdr att pensionen justeras beroende p& hur inkomster och
priser férandras i samhallet. Omrékningen gérs baserat pd
utvecklingen for olika index.

ITP 1

ITP 1 ar en avdelning inom ITP (Industrins och handelns tilldggspen-
sion) och ar en premiebestamd avtalspension. | en premiebestamd
pension bestams vardet av den framtida pensionen av vardet pé
inbetalda pensionspremier och avkastningen pé dessa under
spartiden.

ITP2

ITP 2 &r en avdelning inom ITP och ér i férsta hand en férmansbe-
stdmd avtalspension, men dar Gven en premiebestémd del, ITPK,
ingér. | en formdansbestamd pension bestdms pensionen pd férhand
som en viss procent av slutlénen.

Svensk Handel Pensionskassan org.nr 802005-5631
Arsredovisning 2020

Kapitalbas

Kapitalbasen utgors av féreningens eget kapital, minskat med
immateriella tillgdngar.

Kollektiv konsolideringsnivé

Foreningens kollektiva konsolideringsnivé ar ett matt pd vardet av
féreningens samlade tillgdngar i forhallande till de tillgédngar som
féreningen har fordelat ut pé férsakringsavtalen.

Kollektivt konsolideringskapital

Kollektivt konsolideringskapital ar skillnaden mellan féreningens
samlade tillgdngar till verkligt varde och de tillgdngar som
féreningen har férdelat ut pé forsakringsavtalen.

Pensionstillagg

Varje @r beslutar SH Pensions styrelse, om s& bedéms motiverat,
om en upprdkning av de pensioner som dr under utbetalning.
Denna upprdkning kan syfta till att kompensera pensiondren for
inflationen (indexering).

Placeringstillgéngar

Tillgdngar som har karaktéren av kapitalplacering, till exempel
réntebdrande vardepapper, aktier och fastigheter och som
férvéntas ge en avkastning.

Premiebestdmd traditionell forsdkring

Ett sparande i pensionsférsakring dar storleken pé den inbetalda
premien dr bestadmd pé férhand som en viss procent av en 16n eller
som ett visst belopp och som férvaltas i traditionell férvaltning.
Framtida pensionsbeloppet styrs bland annat av summan
inbetalda premier, férsakringsgivarens garantivillkor och konsoli-
deringspolicy samt eventuellt dterbdring.

Solvensgrad
Visar tillgdngarnas verkliga varde i férhallande till féreningens
garanterade &taganden.

Solvenskvot
Visar férhallandet mellan kapitalbas och erforderlig solvensmargi-
nal. Solvenskvoten far som lagst uppga till ett.

Totalavkastning
Placeringarnas avkastning, justerad fér kassafléden, uttryckt i
procent enligt Svensk Férsdkrings rekommendation.

Traditionell férvaltning

Traditionell férvaltning ar en férvaltningsform dar férsakringsgiva-
ren bestdmmer hur pengarna ska placeras och som ger en
garanterad vardetillvéxt samt méjlighet till dterbaring.

Aterbiiring

Det 6verskott som betalas ut frén en traditionellt férvaltad
forsakring, utéver det garanterade pensionsbeloppet, om
tillracklig avkastning uppndtts.
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Evidence quality of Scrive e-signed documents

Latest updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-04-21 14:48:19.870691 UTC ±14 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      83.140.23.2

      

        

      

    

    		

      

        The initiator SH Pension E-signering (SPE) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-04-30 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2021-04-21 14:48:19.870691 UTC ±14 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (annelie.helsing@shpension.se) to Annelie Helsing (AH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:48:32.311043 UTC ±14 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Annelie Helsing (AH) was delivered.

      


    

  



  

  

    		2021-04-21 14:57:31.262513 UTC ±18 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      83.185.33.4

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36 Edg/89.0.774.68

      

    

    		

      

        The party Annelie Helsing (AH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      83.185.33.4

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36 Edg/89.0.774.68

      

    

    		

      

        The document was signed by Annelie Helsing (AH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: ANNELIE HELSING

  
ID number: 

  197304030583



  
IP: 78.77.214.198


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hans.lowlund@gmail.com) to Hans Löwlund (använd denna) (HL(d). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (harald@haraldpartners.se) to Harald Bengtsson (HB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (annette.tiljander@gmail.com) to Annette Tiljander (AT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lena.schelin@cavamentor.se) to Lena Schelin (LS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (monica.e.bloom@gmail.com) to Monica Bloom (MB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jan.ahlander@skanska.se) to Jan Åhlander (JÅ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:58:31.275564 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (dansherrochdam@gmail.com) to Jörgen Sundqvist denna) (JSd). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 14:58:46.604999 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Monica Bloom (MB) was delivered.

      


    

  



  

  

    		2021-04-21 14:58:48.340889 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Annette Tiljander (AT) was delivered.

      


    

  



  

  

    		2021-04-21 14:58:56.521242 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hans Löwlund (använd denna) (HL(d) was delivered.

      


    

  



  

  

    		2021-04-21 14:58:56.563952 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.lowlund@gmail.com was opened.

      


    

  



  

  

    		2021-04-21 14:58:56.591278 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Harald Bengtsson (HB) was delivered.

      


    

  



  

  

    		2021-04-21 14:58:56.630011 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lena Schelin (LS) was delivered.

      


    

  



  

  

    		2021-04-21 14:58:56.723802 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jan Åhlander (JÅ) was delivered.

      


    

  



  

  

    		2021-04-21 14:58:56.769746 UTC ±19 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jörgen Sundqvist denna) (JSd) was delivered.

      


    

  



  

  

    		2021-04-21 15:08:38.05458 UTC ±23 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      78.68.162.130

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Edg/90.0.818.39

      

    

    		

      

        The party Harald Bengtsson (HB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 15:08:53.496461 UTC ±23 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      78.68.162.130

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Edg/90.0.818.39

      

    

    		

      

        The signatory Harald Bengtsson (HB) changed the text in the text field “ID number” from 

  blank

 to 

  “195811041671”

.

      


    

  



  

  

    		2021-04-21 15:09:04.96488 UTC ±23 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      78.68.162.130

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Edg/90.0.818.39

      

    

    		

      

        The document was signed by Harald Bengtsson (HB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: HARALD BENGTSSON

  
ID number: 

  195811041671



  
IP: 178.73.198.3


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 15:14:58.765735 UTC ±26 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      81.228.197.121

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36

      

    

    		

      

        The party Annette Tiljander (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 15:15:02.580636 UTC ±26 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to annette.tiljander@gmail.com was opened.

      


    

  



  

  

    		2021-04-21 15:15:30.705832 UTC ±26 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      81.228.197.121

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36

      

    

    		

      

        The signatory Annette Tiljander (AT) changed the text in the text field “ID number” from 

  blank

 to 

  “195109232545”

.

      


    

  



  

  

    		2021-04-21 15:15:48.331856 UTC ±26 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      81.228.197.121

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36

      

    

    		

      

        The document was signed by Annette Tiljander (AT) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: ANETTE TILJANDER

  
ID number: 

  195109232545



  
IP: 81.228.197.121


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 15:18:38.529585 UTC ±27 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      213.67.162.33

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lena Schelin (LS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 15:18:40.485303 UTC ±27 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lena.schelin@cavamentor.se was opened.

      


    

  



  

  

    		2021-04-21 15:19:10.212668 UTC ±27 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      213.67.162.33

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lena Schelin (LS) changed the text in the text field “ID number” from 

  blank

 to 

  “195804294667”

.

      


    

  



  

  

    		2021-04-21 15:19:21.7502 UTC ±28 ms

    		2021-04-21 14:22:24.220599 UTC

    		

      213.67.162.33

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Lena Schelin (LS) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: Lena Agneta Schelin

  
ID number: 

  195804294667



  
IP: 213.67.162.33


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 15:25:57.209969 UTC ±2 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      94.103.193.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/87.0.4280.163 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Hans Löwlund (använd denna) (HL(d) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 15:25:57.500637 UTC ±2 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.lowlund@gmail.com was opened.

      


    

  



  

  

    		2021-04-21 15:26:30.891604 UTC ±2 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      94.103.193.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/87.0.4280.163 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Hans Löwlund (använd denna) (HL(d) changed the text in the text field “ID number” from 

  blank

 to 

  “195712144657”

.

      


    

  



  

  

    		2021-04-21 15:26:42.541919 UTC ±2 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      94.103.193.112

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/87.0.4280.163 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Hans Löwlund (använd denna) (HL(d) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: HANS CEDERHOLM LÖWLUND

  
ID number: 

  195712144657



  
IP: 94.103.193.112


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 15:30:34.145209 UTC ±3 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to monica.e.bloom@gmail.com was opened.

      


    

  



  

  

    		2021-04-21 15:35:36.20469 UTC ±3 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to monica.e.bloom@gmail.com was opened.

      


    

  



  

  

    		2021-04-21 15:35:40.525671 UTC ±3 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      85.226.120.192

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 12_5_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/12.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Monica Bloom (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 15:36:38.511731 UTC ±3 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      85.226.120.192

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 12_5_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/12.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Monica Bloom (MB) changed the text in the text field “ID number” from 

  blank

 to 

  “196104173544”

.

      


    

  



  

  

    		2021-04-21 15:37:06.461117 UTC ±3 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      85.226.120.192

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 12_5_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/12.1.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Monica Bloom (MB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: MONICA BLOOM

  
ID number: 

  196104173544



  
IP: 85.226.120.192


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 16:02:53.920144 UTC ±6 ms

    		2021-04-21 15:22:27.259848 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to monica.e.bloom@gmail.com was opened.

      


    

  



  

  

    		2021-04-21 17:12:06.536607 UTC ±28 ms

    		2021-04-21 16:22:29.660077 UTC

    		

      217.211.214.120

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jörgen Sundqvist denna) (JSd) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 17:12:09.240934 UTC ±28 ms

    		2021-04-21 16:22:29.660077 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to dansherrochdam@gmail.com was opened.

      


    

  



  

  

    		2021-04-21 17:12:26.275491 UTC ±28 ms

    		2021-04-21 16:22:29.660077 UTC

    		

      217.211.214.120

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jörgen Sundqvist denna) (JSd) changed the text in the text field “ID number” from 

  blank

 to 

  “7903108939”

.

      


    

  



  

  

    		2021-04-21 17:12:37.771071 UTC ±28 ms

    		2021-04-21 16:22:29.660077 UTC

    		

      217.211.214.120

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 14_4_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jörgen Sundqvist denna) (JSd) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: JÖRGEN SUNDQVIST

  
ID number: 

  197903108939



  
IP: 217.211.214.120


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 18:52:22.598148 UTC ±15 ms

    		2021-04-21 18:22:35.393907 UTC

    		

      213.89.236.41

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Edg/90.0.818.42

      

    

    		

      

        The party Jan Åhlander (JÅ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 18:52:31.322075 UTC ±15 ms

    		2021-04-21 18:22:35.393907 UTC

    		

      40.94.90.48

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Edg/90.0.818.42

      

    

    		

      

        The party Jan Åhlander (JÅ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-21 18:52:57.097181 UTC ±15 ms

    		2021-04-21 18:22:35.393907 UTC

    		

      213.89.236.41

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Edg/90.0.818.42

      

    

    		

      

        The signatory Jan Åhlander (JÅ) changed the text in the text field “ID number” from 

  blank

 to 

  “5505137652”

.

      


    

  



  

  

    		2021-04-21 18:53:19.345059 UTC ±15 ms

    		2021-04-21 18:22:35.393907 UTC

    		

      213.89.236.41

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Edg/90.0.818.42

      

    

    		

      

        The document was signed by Jan Åhlander (JÅ) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: Jan Einar Åhlander

  
ID number: 

  195505137652



  
IP: 213.89.236.41


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-21 18:53:19.345059 UTC ±15 ms

    		2021-04-21 18:22:35.393907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (peter.nylander@hotmail.com) to Peter Nylander (PN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-21 18:53:31.246165 UTC ±15 ms

    		2021-04-21 18:22:35.393907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Nylander (PN) was delivered.

      


    

  



  

  

    		2021-04-22 05:58:52.645431 UTC ±4 ms

    		2021-04-22 05:23:02.595068 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.lowlund@gmail.com was opened.

      


    

  



  

  

    		2021-04-22 08:24:39.05623 UTC ±1 ms

    		2021-04-22 08:23:09.95495 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to peter.nylander@hotmail.com was opened.

      


    

  



  

  

    		2021-04-24 05:59:21.597016 UTC ±5 ms

    		2021-04-24 05:24:53.222686 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hans.lowlund@gmail.com was opened.

      


    

  



  

  

    		2021-04-26 08:18:00.046159 UTC ±30 ms

    		2021-04-26 07:26:52.455231 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Peter Nylander (PN) at the request of the Scrive system.

      


    

  



  

  

    		2021-04-26 08:20:32.467173 UTC ±32 ms

    		2021-04-26 07:26:52.455231 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Nylander (PN) was delivered.

      


    

  



  

  

    		2021-04-30 08:44:20.326414 UTC ±4 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      2.64.82.144

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36 Edg/90.0.818.49

      

    

    		

      

        The party Peter Nylander (PN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-30 08:44:21.46347 UTC ±4 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to peter.nylander@hotmail.com was opened.

      


    

  



  

  

    		2021-04-30 08:44:48.579776 UTC ±4 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      2.64.82.144

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36 Edg/90.0.818.49

      

    

    		

      

        The signatory Peter Nylander (PN) changed the text in the text field “ID number” from 

  blank

 to 

  “5803171197”

.

      


    

  



  

  

    		2021-04-30 08:45:16.378445 UTC ±4 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      2.64.82.144

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36 Edg/90.0.818.49

      

    

    		

      

        The document was signed by Peter Nylander (PN) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: PETER NYLANDER

  
ID number: 

  195803171197



  
IP: 217.213.115.225


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-30 08:45:16.378445 UTC ±4 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hpersson@deloitte.se) to Henrik Persson (HP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-30 08:45:31.552517 UTC ±4 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Henrik Persson (HP) was delivered.

      


    

  



  

  

    		2021-04-30 09:01:47.915174 UTC ±6 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      10.86.20.28

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36 Edg/90.0.818.49

      

    

    		

      

        The party Henrik Persson (HP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-30 09:03:21.220993 UTC ±6 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      10.86.20.28

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36 Edg/90.0.818.49

      

    

    		

      

        The signatory Henrik Persson (HP) changed the text in the text field “ID number” from 

  blank

 to 

  “19751025-2955”

.

      


    

  



  

  

    		2021-04-30 09:03:26.976559 UTC ±6 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      10.86.20.28

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.85 Safari/537.36 Edg/90.0.818.49

      

    

    		

      

        The document was signed by Henrik Persson (HP) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR Pensionskassan 2020-slutlig-21-04-21-underskriftsex" med transaktionsnummer 9222115557445607134.










Data returned from 

  CGI

:

  
Name: HENRIK PERSSON

  
ID number: 

  197510252955



  
IP: 81.216.66.68


























Signature: 
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    		2021-04-30 09:03:26.976559 UTC ±6 ms

    		2021-04-30 08:30:51.371712 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.60 ms

		standard deviation: 1.61 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈85.460%

		|e| < 5 ms: ≈99.666%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-03-19 16:49:21.740277 UTC and 2021-04-30 08:30:51.371712 UTC:







  		Time collected

  		Clock offset







  

    		2021-03-19 16:49:21.740277

    		0.2 ms

  





  

    		2021-03-19 17:49:24.895464

    		1.1 ms

  





  

    		2021-03-19 18:49:26.842598

    		1.0 ms

  





  

    		2021-03-19 19:49:28.688667

    		1.5 ms

  





  

    		2021-03-19 20:49:32.610734

    		0.0 ms

  





  

    		2021-03-19 21:49:34.595643

    		-0.5 ms

  





  

    		2021-03-19 22:49:36.509356

    		-3.6 ms

  





  

    		2021-03-19 23:49:40.64558

    		2.1 ms

  





  

    		2021-03-20 00:49:42.580073

    		2.6 ms

  





  

    		2021-03-20 01:49:44.507814

    		2.0 ms

  





  

    		2021-03-20 02:49:46.889589

    		1.0 ms

  





  

    		2021-03-20 03:49:49.858511

    		1.8 ms

  





  

    		2021-03-20 04:49:52.445385

    		-1.5 ms

  





  

    		2021-03-20 05:49:54.748527

    		-2.7 ms

  





  

    		2021-03-20 06:49:57.348808

    		0.6 ms

  





  

    		2021-03-20 07:49:58.779693

    		1.8 ms

  





  

    		2021-03-20 08:50:00.491125

    		-0.6 ms

  





  

    		2021-03-20 09:50:02.073467

    		-0.4 ms

  





  

    		2021-03-20 10:50:03.68866

    		1.0 ms

  





  

    		2021-03-20 11:50:06.055372

    		1.2 ms

  





  

    		2021-03-20 12:50:08.85642

    		-0.1 ms

  





  

    		2021-03-20 13:50:12.927893

    		-1.0 ms

  





  

    		2021-03-20 14:50:14.604858

    		2.2 ms

  





  

    		2021-03-20 15:50:16.703686

    		2.2 ms

  





  

    		2021-03-20 16:50:19.311068

    		0.6 ms

  





  

    		2021-03-20 17:50:22.767056

    		0.6 ms

  





  

    		2021-03-20 18:50:24.232219

    		-1.9 ms

  





  

    		2021-03-20 19:50:26.013463

    		-1.9 ms

  





  

    		2021-03-20 20:50:27.914394

    		-3.7 ms

  





  

    		2021-03-20 21:50:29.548098

    		1.5 ms

  





  

    		2021-03-20 22:50:32.827442

    		0.6 ms

  





  

    		2021-03-20 23:50:34.842641

    		-1.3 ms

  





  

    		2021-03-21 00:50:37.083409

    		-1.3 ms

  





  

    		2021-03-21 01:50:39.645617

    		2.9 ms

  





  

    		2021-03-21 02:50:42.249361

    		2.2 ms

  





  

    		2021-03-21 03:50:44.502391

    		3.1 ms

  





  

    		2021-03-21 04:50:46.744949

    		3.0 ms

  





  

    		2021-03-21 05:50:49.237708

    		2.1 ms

  





  

    		2021-03-21 06:50:51.636792

    		1.3 ms

  





  

    		2021-03-21 07:50:53.575023

    		1.5 ms

  





  

    		2021-03-21 08:50:56.187063

    		1.2 ms

  





  

    		2021-03-21 09:50:57.654683

    		0.4 ms

  





  

    		2021-03-21 10:50:59.83837

    		1.4 ms

  





  

    		2021-03-21 11:51:02.657862

    		2.3 ms

  





  

    		2021-03-21 12:51:06.099811

    		0.1 ms

  





  

    		2021-03-21 13:51:07.650938

    		2.2 ms

  





  

    		2021-03-21 14:51:09.526448

    		-0.5 ms

  





  

    		2021-03-21 15:51:13.369792

    		-1.4 ms

  





  

    		2021-03-21 16:51:15.065929

    		-2.2 ms

  





  

    		2021-03-21 17:51:17.566645

    		2.0 ms

  





  

    		2021-03-21 18:51:19.576903

    		-2.0 ms

  





  

    		2021-03-21 19:51:21.244473

    		-0.3 ms

  





  

    		2021-03-21 20:51:22.842992

    		2.4 ms

  





  

    		2021-03-21 21:51:24.560149

    		-0.1 ms

  





  

    		2021-03-21 22:51:26.251813

    		-0.1 ms

  





  

    		2021-03-21 23:51:29.16212

    		-0.5 ms

  





  

    		2021-03-22 00:51:30.940096

    		-0.5 ms

  





  

    		2021-03-22 01:51:34.494304

    		-0.7 ms

  





  

    		2021-03-22 02:51:35.938014

    		0.1 ms

  





  

    		2021-03-22 03:51:37.791792

    		0.6 ms

  





  

    		2021-03-22 04:51:40.590216

    		2.2 ms

  





  

    		2021-03-22 05:51:42.568764

    		-0.7 ms

  





  

    		2021-03-22 06:51:44.831055

    		-0.8 ms

  





  

    		2021-03-22 07:51:48.12051

    		2.4 ms

  





  

    		2021-03-22 08:51:51.976965

    		-1.7 ms

  





  

    		2021-03-22 09:51:53.971033

    		-0.9 ms

  





  

    		2021-03-22 10:51:55.571422

    		1.2 ms

  





  

    		2021-03-22 11:51:57.691493

    		0.3 ms

  





  

    		2021-03-22 12:51:59.209964

    		-1.4 ms

  





  

    		2021-03-22 13:52:01.890166

    		-0.1 ms

  





  

    		2021-03-22 14:52:03.796512

    		-2.4 ms

  





  

    		2021-03-22 15:52:07.222331

    		-1.6 ms

  





  

    		2021-03-22 16:52:08.699749

    		-2.1 ms

  





  

    		2021-03-22 17:52:11.972047

    		-1.9 ms

  





  

    		2021-03-22 18:52:13.844802

    		1.4 ms

  





  

    		2021-03-22 19:52:16.360207

    		-1.3 ms

  





  

    		2021-03-22 20:52:18.152358

    		0.4 ms

  





  

    		2021-03-22 21:52:20.859156

    		0.9 ms

  





  

    		2021-03-22 22:52:23.912948

    		3.5 ms

  





  

    		2021-03-22 23:52:25.714991

    		-0.2 ms

  





  

    		2021-03-23 00:52:28.735454

    		0.0 ms

  





  

    		2021-03-23 01:52:30.337042

    		2.0 ms

  





  

    		2021-03-23 02:52:32.436455

    		1.1 ms

  





  

    		2021-03-23 03:52:34.40639

    		0.4 ms

  





  

    		2021-03-23 04:52:37.460067

    		2.9 ms

  





  

    		2021-03-23 05:52:39.937536

    		-0.2 ms

  





  

    		2021-03-23 06:52:43.667741

    		0.3 ms

  





  

    		2021-03-23 07:52:47.378072

    		-0.7 ms

  





  

    		2021-03-23 08:52:50.515229

    		2.7 ms

  





  

    		2021-03-23 09:52:52.326408

    		2.4 ms

  





  

    		2021-03-23 10:52:54.840673

    		-0.6 ms

  





  

    		2021-03-23 11:52:56.586204

    		1.1 ms

  





  

    		2021-03-23 12:53:02.188759

    		0.4 ms

  





  

    		2021-03-23 13:53:05.147589

    		0.9 ms

  





  

    		2021-03-23 14:53:07.120141

    		0.3 ms

  





  

    		2021-03-23 15:53:08.798361

    		4.0 ms

  





  

    		2021-03-23 16:53:11.000181

    		1.8 ms

  





  

    		2021-03-23 17:53:14.001551

    		0.5 ms

  





  

    		2021-03-23 18:53:15.656872

    		1.0 ms

  





  

    		2021-03-23 19:53:17.940754

    		1.5 ms

  





  

    		2021-03-23 20:53:19.865893

    		-1.6 ms

  





  

    		2021-03-23 21:53:22.362452

    		1.9 ms

  





  

    		2021-03-23 22:53:24.017802

    		-0.1 ms

  





  

    		2021-03-23 23:53:26.552921

    		0.9 ms

  





  

    		2021-03-24 00:53:28.544551

    		2.1 ms

  





  

    		2021-03-24 01:53:30.378723

    		1.6 ms

  





  

    		2021-03-24 02:53:32.198202

    		1.1 ms

  





  

    		2021-03-24 03:53:34.434912

    		3.6 ms

  





  

    		2021-03-24 04:53:36.990935

    		1.0 ms

  





  

    		2021-03-24 05:53:39.626387

    		1.6 ms

  





  

    		2021-03-24 06:53:41.88414

    		1.3 ms

  





  

    		2021-03-24 07:53:44.837666

    		4.5 ms

  





  

    		2021-03-24 08:53:47.107552

    		0.0 ms

  





  

    		2021-03-24 09:53:49.595476

    		-0.5 ms

  





  

    		2021-03-24 10:53:51.38712

    		-0.8 ms

  





  

    		2021-03-24 11:53:53.951991

    		-1.0 ms

  





  

    		2021-03-24 12:53:57.610278

    		-1.6 ms

  





  

    		2021-03-24 13:54:00.374456

    		-1.9 ms

  





  

    		2021-03-24 14:54:02.351229

    		0.2 ms

  





  

    		2021-03-24 15:54:04.075289

    		2.4 ms

  





  

    		2021-03-24 16:54:05.980472

    		1.5 ms

  





  

    		2021-03-24 17:54:09.153151

    		3.6 ms

  





  

    		2021-03-24 18:54:10.846449

    		-0.4 ms

  





  

    		2021-03-24 19:54:12.62127

    		1.1 ms

  





  

    		2021-03-24 20:54:14.82157

    		1.9 ms

  





  

    		2021-03-24 21:54:16.882511

    		1.7 ms

  





  

    		2021-03-24 22:54:18.515498

    		2.2 ms

  





  

    		2021-03-24 23:54:20.35385

    		2.6 ms

  





  

    		2021-03-25 00:54:23.14993

    		-0.1 ms

  





  

    		2021-03-25 01:54:25.478104

    		2.1 ms

  





  

    		2021-03-25 02:54:28.038268

    		-0.5 ms

  





  

    		2021-03-25 03:54:29.523124

    		3.1 ms

  





  

    		2021-03-25 04:54:31.330295

    		2.4 ms

  





  

    		2021-03-25 05:54:33.976024

    		-0.1 ms

  





  

    		2021-03-25 06:54:36.300316

    		3.1 ms

  





  

    		2021-03-25 07:54:38.450738

    		2.1 ms

  





  

    		2021-03-25 08:54:40.984587

    		2.9 ms

  





  

    		2021-03-25 09:54:43.068001

    		-0.2 ms

  





  

    		2021-03-25 10:54:46.72064

    		2.7 ms

  





  

    		2021-03-25 11:54:49.181885

    		-0.7 ms

  





  

    		2021-03-25 12:54:50.838414

    		2.3 ms

  





  

    		2021-03-25 13:54:52.824493

    		-0.4 ms

  





  

    		2021-03-25 14:54:55.982263

    		0.5 ms

  





  

    		2021-03-25 15:54:58.039571

    		2.1 ms

  





  

    		2021-03-25 16:55:00.334482

    		-0.3 ms

  





  

    		2021-03-25 17:55:02.45373

    		0.0 ms

  





  

    		2021-03-25 18:55:04.339239

    		0.2 ms

  





  

    		2021-03-25 19:55:06.550014

    		-1.1 ms

  





  

    		2021-03-25 20:55:08.23967

    		1.5 ms

  





  

    		2021-03-25 21:55:10.770649

    		0.7 ms

  





  

    		2021-03-25 22:55:12.314477

    		2.0 ms

  





  

    		2021-03-25 23:55:15.428251

    		-0.6 ms

  





  

    		2021-03-26 00:55:16.875532

    		-0.3 ms

  





  

    		2021-03-26 01:55:18.839917

    		-0.4 ms

  





  

    		2021-03-26 02:55:21.667864

    		-1.0 ms

  





  

    		2021-03-26 03:55:23.496071

    		0.0 ms

  





  

    		2021-03-26 04:55:25.43996

    		-2.5 ms

  





  

    		2021-03-26 05:55:27.831593

    		-0.7 ms

  





  

    		2021-03-26 06:55:29.97943

    		0.3 ms

  





  

    		2021-03-26 07:55:31.876472

    		1.5 ms

  





  

    		2021-03-26 08:55:33.945923

    		2.3 ms

  





  

    		2021-03-26 09:55:35.963492

    		2.8 ms

  





  

    		2021-03-26 10:55:37.856956

    		0.5 ms

  





  

    		2021-03-26 11:55:40.320635

    		0.3 ms

  





  

    		2021-03-26 12:55:44.013873

    		-0.2 ms

  





  

    		2021-03-26 13:55:45.672527

    		0.0 ms

  





  

    		2021-03-26 14:55:48.419871

    		2.2 ms

  





  

    		2021-03-26 15:55:50.265566

    		0.3 ms

  





  

    		2021-03-26 16:55:53.124716

    		1.0 ms

  





  

    		2021-03-26 17:55:54.869232

    		1.0 ms

  





  

    		2021-03-26 18:55:58.072777

    		-0.7 ms

  





  

    		2021-03-26 19:56:00.035665

    		1.8 ms

  





  

    		2021-03-26 20:56:02.21398

    		1.6 ms

  





  

    		2021-03-26 21:56:05.226929

    		-0.3 ms

  





  

    		2021-03-26 22:56:07.0131

    		-1.3 ms

  





  

    		2021-03-26 23:56:08.701024

    		1.1 ms

  





  

    		2021-03-27 00:56:11.819141

    		-0.7 ms

  





  

    		2021-03-27 01:56:13.634555

    		0.9 ms

  





  

    		2021-03-27 02:56:15.464874

    		0.2 ms

  





  

    		2021-03-27 03:56:18.075267

    		2.5 ms

  





  

    		2021-03-27 04:56:21.602334

    		-1.2 ms

  





  

    		2021-03-27 05:56:23.200749

    		0.3 ms

  





  

    		2021-03-27 06:56:26.90904

    		1.3 ms

  





  

    		2021-03-27 07:56:29.105059

    		2.8 ms

  





  

    		2021-03-27 08:56:31.205443

    		3.0 ms

  





  

    		2021-03-27 09:56:33.552683

    		-0.1 ms

  





  

    		2021-03-27 10:56:35.447349

    		0.0 ms

  





  

    		2021-03-27 11:56:36.950539

    		-3.5 ms

  





  

    		2021-03-27 12:56:38.910387

    		-2.6 ms

  





  

    		2021-03-27 13:56:42.343211

    		2.6 ms

  





  

    		2021-03-27 14:56:43.760923

    		2.3 ms

  





  

    		2021-03-27 15:56:45.769104

    		-0.4 ms

  





  

    		2021-03-27 16:56:47.668207

    		-0.6 ms

  





  

    		2021-03-27 17:56:50.186694

    		-0.1 ms

  





  

    		2021-03-27 18:56:53.5182

    		2.1 ms

  





  

    		2021-03-27 19:56:56.910109

    		0.2 ms

  





  

    		2021-03-27 20:56:59.768762

    		0.6 ms

  





  

    		2021-03-27 21:57:02.178313

    		-0.8 ms

  





  

    		2021-03-27 22:57:05.203083

    		0.0 ms

  





  

    		2021-03-27 23:57:08.016454

    		-0.5 ms

  





  

    		2021-03-28 00:57:10.386295

    		2.2 ms

  





  

    		2021-03-28 01:57:12.017053

    		0.0 ms

  





  

    		2021-03-28 02:57:13.38267

    		3.1 ms

  





  

    		2021-03-28 03:57:15.273996

    		2.4 ms

  





  

    		2021-03-28 04:57:16.92322

    		3.1 ms

  





  

    		2021-03-28 05:57:19.609402

    		-0.1 ms

  





  

    		2021-03-28 06:57:21.541545

    		-0.6 ms

  





  

    		2021-03-28 07:57:22.969544

    		1.9 ms

  





  

    		2021-03-28 08:57:25.180943

    		-0.5 ms

  





  

    		2021-03-28 09:57:26.960392

    		1.0 ms

  





  

    		2021-03-28 10:57:29.097249

    		1.6 ms

  





  

    		2021-03-28 11:57:31.357766

    		0.1 ms

  





  

    		2021-03-28 12:57:33.638083

    		-2.1 ms

  





  

    		2021-03-28 13:57:35.68983

    		3.5 ms

  





  

    		2021-03-28 14:57:38.019301

    		3.8 ms

  





  

    		2021-03-28 15:57:40.41312

    		1.5 ms

  





  

    		2021-03-28 16:57:42.913278

    		2.4 ms

  





  

    		2021-03-28 17:57:44.873164

    		2.8 ms

  





  

    		2021-03-28 18:57:47.057746

    		1.4 ms

  





  

    		2021-03-28 19:57:49.006957

    		1.7 ms

  





  

    		2021-03-28 20:57:51.397953

    		2.2 ms

  





  

    		2021-03-28 21:57:52.949805

    		2.3 ms

  





  

    		2021-03-28 22:57:56.12642

    		0.0 ms

  





  

    		2021-03-28 23:57:57.704485

    		-0.7 ms

  





  

    		2021-03-29 00:58:00.819659

    		-0.6 ms

  





  

    		2021-03-29 01:58:02.797397

    		-0.4 ms

  





  

    		2021-03-29 02:58:06.405997

    		-0.8 ms

  





  

    		2021-03-29 03:58:09.708424

    		-0.8 ms

  





  

    		2021-03-29 04:58:11.189524

    		1.6 ms

  





  

    		2021-03-29 05:58:12.853824

    		0.5 ms

  





  

    		2021-03-29 06:58:14.421903

    		-0.5 ms

  





  

    		2021-03-29 07:58:17.390493

    		-0.5 ms

  





  

    		2021-03-29 08:58:19.97908

    		2.1 ms

  





  

    		2021-03-29 09:58:22.318272

    		0.8 ms

  





  

    		2021-03-29 10:58:25.022147

    		3.2 ms

  





  

    		2021-03-29 11:58:27.329752

    		2.1 ms

  





  

    		2021-03-29 12:58:29.883067

    		-0.6 ms

  





  

    		2021-03-29 13:58:31.93591

    		-1.6 ms

  





  

    		2021-03-29 14:58:34.161887

    		-0.5 ms

  





  

    		2021-03-29 15:58:35.808196

    		-1.1 ms

  





  

    		2021-03-29 16:58:38.833319

    		1.2 ms

  





  

    		2021-03-29 17:58:40.73098

    		1.5 ms

  





  

    		2021-03-29 18:58:42.528889

    		2.9 ms

  





  

    		2021-03-29 19:58:44.407374

    		2.2 ms

  





  

    		2021-03-29 20:58:46.077128

    		0.4 ms

  





  

    		2021-03-29 21:58:49.544274

    		0.6 ms

  





  

    		2021-03-29 22:58:52.275139

    		-0.8 ms

  





  

    		2021-03-29 23:58:54.692915

    		0.4 ms

  





  

    		2021-03-30 00:58:56.93044

    		3.4 ms

  





  

    		2021-03-30 01:58:59.789145

    		1.2 ms

  





  

    		2021-03-30 02:59:01.81746

    		0.5 ms

  





  

    		2021-03-30 03:59:03.391066

    		-0.6 ms

  





  

    		2021-03-30 04:59:05.7578

    		-0.3 ms

  





  

    		2021-03-30 05:59:08.124366

    		-0.7 ms

  





  

    		2021-03-30 06:59:10.293503

    		-1.8 ms

  





  

    		2021-03-30 07:59:12.256668

    		1.6 ms

  





  

    		2021-03-30 08:59:14.658175

    		-0.8 ms

  





  

    		2021-03-30 09:59:17.202753

    		2.4 ms

  





  

    		2021-03-30 10:59:19.197934

    		5.3 ms

  





  

    		2021-03-30 11:59:22.920974

    		2.2 ms

  





  

    		2021-03-30 12:59:25.467828

    		1.3 ms

  





  

    		2021-03-30 13:59:29.406485

    		-0.6 ms

  





  

    		2021-03-30 14:59:31.812065

    		-1.4 ms

  





  

    		2021-03-30 15:59:33.983869

    		0.1 ms

  





  

    		2021-03-30 16:59:37.248457

    		0.7 ms

  





  

    		2021-03-30 17:59:39.980544

    		0.5 ms

  





  

    		2021-03-30 18:59:42.244755

    		1.8 ms

  





  

    		2021-03-30 19:59:43.767868

    		1.9 ms

  





  

    		2021-03-30 20:59:46.288454

    		0.8 ms

  





  

    		2021-03-30 21:59:48.759051

    		0.1 ms

  





  

    		2021-03-30 22:59:51.753421

    		-1.2 ms

  





  

    		2021-03-30 23:59:53.873618

    		-2.2 ms

  





  

    		2021-03-31 00:59:56.157232

    		-0.3 ms

  





  

    		2021-03-31 01:59:58.625538

    		2.8 ms

  





  

    		2021-03-31 03:00:00.796115

    		5.4 ms

  





  

    		2021-03-31 04:00:03.630569

    		6.3 ms

  





  

    		2021-03-31 05:00:05.699608

    		3.5 ms

  





  

    		2021-03-31 06:00:08.62306

    		-1.8 ms

  





  

    		2021-03-31 07:00:10.343023

    		-1.4 ms

  





  

    		2021-03-31 08:00:12.456603

    		0.1 ms

  





  

    		2021-03-31 09:00:14.08224

    		-0.7 ms

  





  

    		2021-03-31 10:00:15.935152

    		0.2 ms

  





  

    		2021-03-31 11:00:19.006409

    		-3.3 ms

  





  

    		2021-03-31 12:00:20.861723

    		0.7 ms

  





  

    		2021-03-31 13:00:22.701408

    		0.2 ms

  





  

    		2021-03-31 14:00:24.137768

    		1.3 ms

  





  

    		2021-03-31 15:00:25.918332

    		2.0 ms

  





  

    		2021-03-31 16:00:28.55916

    		0.3 ms

  





  

    		2021-03-31 17:00:31.836001

    		-0.1 ms

  





  

    		2021-03-31 18:00:34.534565

    		0.2 ms

  





  

    		2021-03-31 19:00:36.166283

    		0.7 ms

  





  

    		2021-03-31 20:00:37.818151

    		1.9 ms

  





  

    		2021-03-31 21:00:40.000332

    		-1.0 ms

  





  

    		2021-03-31 22:00:41.488517

    		-0.2 ms

  





  

    		2021-03-31 23:00:44.450063

    		-3.3 ms

  





  

    		2021-04-01 00:00:47.61669

    		-3.5 ms

  





  

    		2021-04-01 01:00:49.643129

    		-1.6 ms

  





  

    		2021-04-01 02:00:51.061369

    		2.6 ms

  





  

    		2021-04-01 03:00:52.819676

    		2.6 ms

  





  

    		2021-04-01 04:00:54.590613

    		2.3 ms

  





  

    		2021-04-01 05:00:56.67528

    		-0.6 ms

  





  

    		2021-04-01 06:00:59.640129

    		-0.3 ms

  





  

    		2021-04-01 07:01:02.251749

    		-1.2 ms

  





  

    		2021-04-01 08:01:03.808973

    		1.6 ms

  





  

    		2021-04-01 09:01:05.689379

    		1.5 ms

  





  

    		2021-04-01 10:01:08.959062

    		0.3 ms

  





  

    		2021-04-01 11:01:12.167998

    		-0.9 ms

  





  

    		2021-04-01 12:01:14.562166

    		0.7 ms

  





  

    		2021-04-01 13:01:16.472721

    		0.9 ms

  





  

    		2021-04-01 14:01:18.151686

    		0.8 ms

  





  

    		2021-04-01 15:01:21.631628

    		-1.4 ms

  





  

    		2021-04-01 16:01:24.290149

    		0.6 ms

  





  

    		2021-04-01 17:01:26.841158

    		-0.4 ms

  





  

    		2021-04-01 18:01:29.151146

    		0.9 ms

  





  

    		2021-04-01 19:01:30.717204

    		-0.7 ms

  





  

    		2021-04-01 20:01:32.921359

    		0.0 ms

  





  

    		2021-04-01 21:01:35.472352

    		2.0 ms

  





  

    		2021-04-01 22:01:37.634521

    		3.3 ms

  





  

    		2021-04-01 23:01:39.543872

    		0.6 ms

  





  

    		2021-04-02 00:01:41.516765

    		0.4 ms

  





  

    		2021-04-02 01:01:44.058583

    		-0.3 ms

  





  

    		2021-04-02 02:01:45.513263

    		2.0 ms

  





  

    		2021-04-02 03:01:47.462817

    		0.3 ms

  





  

    		2021-04-02 04:01:49.452306

    		0.7 ms

  





  

    		2021-04-02 05:01:51.633155

    		2.8 ms

  





  

    		2021-04-02 06:01:54.441871

    		0.8 ms

  





  

    		2021-04-02 07:01:56.67636

    		0.3 ms

  





  

    		2021-04-02 08:01:59.185022

    		1.4 ms

  





  

    		2021-04-02 09:02:02.071071

    		-0.9 ms

  





  

    		2021-04-02 10:02:03.728562

    		-0.3 ms

  





  

    		2021-04-02 11:02:05.225315

    		1.1 ms

  





  

    		2021-04-02 12:02:08.131512

    		2.1 ms

  





  

    		2021-04-02 13:02:10.461634

    		0.4 ms

  





  

    		2021-04-02 14:02:12.859994

    		4.2 ms

  





  

    		2021-04-02 15:02:15.937894

    		2.5 ms

  





  

    		2021-04-02 16:02:19.364109

    		2.0 ms

  





  

    		2021-04-02 17:02:22.644621

    		-0.5 ms

  





  

    		2021-04-02 18:02:25.011756

    		-0.2 ms

  





  

    		2021-04-02 19:02:28.064572

    		-0.7 ms

  





  

    		2021-04-02 20:02:30.173734

    		-0.1 ms

  





  

    		2021-04-02 21:02:32.485821

    		-0.2 ms

  





  

    		2021-04-02 22:02:35.056279

    		-2.4 ms

  





  

    		2021-04-02 23:02:38.010966

    		2.6 ms

  





  

    		2021-04-03 00:02:40.242215

    		-1.8 ms

  





  

    		2021-04-03 01:02:42.466202

    		-1.2 ms

  





  

    		2021-04-03 02:02:44.533998

    		1.2 ms

  





  

    		2021-04-03 03:02:46.694859

    		0.0 ms

  





  

    		2021-04-03 04:02:49.036759

    		-1.0 ms

  





  

    		2021-04-03 05:02:50.880937

    		0.2 ms

  





  

    		2021-04-03 06:02:52.445756

    		1.2 ms

  





  

    		2021-04-03 07:02:54.737984

    		2.6 ms

  





  

    		2021-04-03 08:02:56.497206

    		0.3 ms

  





  

    		2021-04-03 09:02:58.796286

    		0.4 ms

  





  

    		2021-04-03 10:03:01.768412

    		-1.8 ms

  





  

    		2021-04-03 11:03:04.437985

    		-0.4 ms

  





  

    		2021-04-03 12:03:06.166633

    		-0.2 ms

  





  

    		2021-04-03 13:03:08.144958

    		-0.2 ms

  





  

    		2021-04-03 14:03:10.192128

    		-1.0 ms

  





  

    		2021-04-03 15:03:12.433186

    		2.5 ms

  





  

    		2021-04-03 16:03:14.721594

    		2.7 ms

  





  

    		2021-04-03 17:03:17.30324

    		3.0 ms

  





  

    		2021-04-03 18:03:19.891231

    		-0.6 ms

  





  

    		2021-04-03 19:03:21.695289

    		-0.4 ms

  





  

    		2021-04-03 20:03:24.92345

    		0.2 ms

  





  

    		2021-04-03 21:03:28.296073

    		1.8 ms

  





  

    		2021-04-03 22:03:30.382357

    		0.2 ms

  





  

    		2021-04-03 23:03:32.556667

    		-1.4 ms

  





  

    		2021-04-04 00:03:34.918625

    		-1.0 ms

  





  

    		2021-04-04 01:03:38.173408

    		-1.1 ms

  





  

    		2021-04-04 02:03:40.871287

    		-0.2 ms

  





  

    		2021-04-04 03:03:42.829529

    		0.9 ms

  





  

    		2021-04-04 04:03:45.502924

    		-1.2 ms

  





  

    		2021-04-04 05:03:47.479673

    		-1.8 ms

  





  

    		2021-04-04 06:03:49.360576

    		0.5 ms

  





  

    		2021-04-04 07:03:51.400174

    		2.2 ms

  





  

    		2021-04-04 08:03:53.237006

    		-0.3 ms

  





  

    		2021-04-04 09:03:54.95

    		0.3 ms

  





  

    		2021-04-04 10:03:58.006133

    		2.5 ms

  





  

    		2021-04-04 11:04:00.491158

    		0.8 ms

  





  

    		2021-04-04 12:04:02.584462

    		0.1 ms

  





  

    		2021-04-04 13:04:05.202048

    		1.6 ms

  





  

    		2021-04-04 14:04:06.873164

    		0.3 ms

  





  

    		2021-04-04 15:04:09.816905

    		-0.4 ms

  





  

    		2021-04-04 16:04:11.328366

    		0.0 ms

  





  

    		2021-04-04 17:04:13.513025

    		-0.2 ms

  





  

    		2021-04-04 18:04:16.504224

    		1.4 ms

  





  

    		2021-04-04 19:04:18.1945

    		-1.1 ms

  





  

    		2021-04-04 20:04:19.806908

    		-0.6 ms

  





  

    		2021-04-04 21:04:22.642313

    		0.1 ms

  





  

    		2021-04-04 22:04:24.376455

    		-0.7 ms

  





  

    		2021-04-04 23:04:26.514735

    		1.9 ms

  





  

    		2021-04-05 00:04:28.413893

    		1.6 ms

  





  

    		2021-04-05 01:04:30.771303

    		0.2 ms

  





  

    		2021-04-05 02:04:32.647437

    		2.6 ms

  





  

    		2021-04-05 03:04:34.757908

    		-1.2 ms

  





  

    		2021-04-05 04:04:36.669285

    		0.8 ms

  





  

    		2021-04-05 05:04:38.869657

    		-1.1 ms

  





  

    		2021-04-05 06:04:41.269163

    		1.1 ms

  





  

    		2021-04-05 07:04:43.221979

    		-0.2 ms

  





  

    		2021-04-05 08:04:46.59197

    		5.4 ms

  





  

    		2021-04-05 09:04:48.248409

    		-0.2 ms

  





  

    		2021-04-05 10:04:49.799103

    		0.4 ms

  





  

    		2021-04-05 11:04:51.783017

    		0.9 ms

  





  

    		2021-04-05 12:04:54.571394

    		2.8 ms

  





  

    		2021-04-05 13:04:56.417838

    		2.1 ms

  





  

    		2021-04-05 14:04:58.297653

    		0.5 ms

  





  

    		2021-04-05 15:05:00.097351

    		-0.2 ms

  





  

    		2021-04-05 16:05:03.4363

    		1.2 ms

  





  

    		2021-04-05 17:05:05.644203

    		-1.4 ms

  





  

    		2021-04-05 18:05:16.68015

    		-1.0 ms

  





  

    		2021-04-05 19:05:18.281634

    		-1.0 ms

  





  

    		2021-04-05 20:05:19.730921

    		-0.3 ms

  





  

    		2021-04-05 21:05:21.694084

    		2.1 ms

  





  

    		2021-04-05 22:05:24.087631

    		0.7 ms

  





  

    		2021-04-05 23:05:26.189467

    		-0.9 ms

  





  

    		2021-04-06 00:05:29.217479

    		-2.4 ms

  





  

    		2021-04-06 01:05:30.784576

    		-0.7 ms

  





  

    		2021-04-06 02:05:32.688813

    		0.2 ms

  





  

    		2021-04-06 03:05:34.848121

    		2.7 ms

  





  

    		2021-04-06 04:05:36.399213

    		0.4 ms

  





  

    		2021-04-06 05:05:38.420633

    		3.9 ms

  





  

    		2021-04-06 06:05:40.860853

    		-0.2 ms

  





  

    		2021-04-06 07:05:43.34887

    		-0.2 ms

  





  

    		2021-04-06 08:05:45.360787

    		0.7 ms

  





  

    		2021-04-06 09:05:48.598956

    		1.1 ms

  





  

    		2021-04-06 10:05:51.492681

    		-0.2 ms

  





  

    		2021-04-06 11:05:54.708966

    		-0.1 ms

  





  

    		2021-04-06 12:05:57.539349

    		-0.8 ms

  





  

    		2021-04-06 13:05:59.551787

    		1.2 ms

  





  

    		2021-04-06 14:06:01.808755

    		-0.7 ms

  





  

    		2021-04-06 15:06:06.043013

    		1.0 ms

  





  

    		2021-04-06 16:06:08.59234

    		-0.2 ms

  





  

    		2021-04-06 17:06:10.313981

    		-3.5 ms

  





  

    		2021-04-06 18:06:12.075639

    		1.6 ms

  





  

    		2021-04-06 19:06:14.071289

    		0.5 ms

  





  

    		2021-04-06 20:06:15.786116

    		0.8 ms

  





  

    		2021-04-06 21:06:18.106318

    		1.7 ms

  





  

    		2021-04-06 22:06:19.751615

    		2.8 ms

  





  

    		2021-04-06 23:06:22.682218

    		4.1 ms

  





  

    		2021-04-07 00:06:25.958751

    		1.7 ms

  





  

    		2021-04-07 01:06:28.468502

    		3.6 ms

  





  

    		2021-04-07 02:06:30.705894

    		-0.1 ms

  





  

    		2021-04-07 03:06:33.228471

    		1.5 ms

  





  

    		2021-04-07 04:06:35.083443

    		-0.7 ms

  





  

    		2021-04-07 05:06:37.134707

    		0.1 ms

  





  

    		2021-04-07 06:06:39.089995

    		0.9 ms

  





  

    		2021-04-07 07:06:41.912697

    		0.8 ms

  





  

    		2021-04-07 08:06:44.769386

    		3.6 ms

  





  

    		2021-04-07 09:06:47.293006

    		-0.8 ms

  





  

    		2021-04-07 10:06:50.818841

    		-5.0 ms

  





  

    		2021-04-07 11:06:54.113167

    		-1.7 ms

  





  

    		2021-04-07 12:06:57.263426

    		0.3 ms

  





  

    		2021-04-07 13:06:59.742653

    		-1.3 ms

  





  

    		2021-04-07 14:07:01.444593

    		-0.3 ms

  





  

    		2021-04-07 15:07:04.36996

    		1.1 ms

  





  

    		2021-04-07 16:07:05.897007

    		-0.1 ms

  





  

    		2021-04-07 17:07:08.913318

    		2.3 ms

  





  

    		2021-04-07 18:07:10.88398

    		-0.7 ms

  





  

    		2021-04-07 19:07:12.991933

    		0.7 ms

  





  

    		2021-04-07 20:07:16.983898

    		2.0 ms

  





  

    		2021-04-07 21:07:18.503602

    		3.5 ms

  





  

    		2021-04-07 22:07:20.547629

    		2.5 ms

  





  

    		2021-04-07 23:07:22.643367

    		1.2 ms

  





  

    		2021-04-08 00:07:24.770957

    		2.5 ms

  





  

    		2021-04-08 01:07:26.488191

    		0.0 ms

  





  

    		2021-04-08 02:07:29.299931

    		-0.2 ms

  





  

    		2021-04-08 03:07:30.772012

    		2.8 ms

  





  

    		2021-04-08 04:07:33.405173

    		1.7 ms

  





  

    		2021-04-08 05:07:34.980251

    		0.8 ms

  





  

    		2021-04-08 06:07:38.277333

    		2.0 ms

  





  

    		2021-04-08 07:07:41.321274

    		0.0 ms

  





  

    		2021-04-08 08:07:45.137114

    		-0.8 ms

  





  

    		2021-04-08 09:07:47.160745

    		0.1 ms

  





  

    		2021-04-08 10:07:48.938679

    		0.1 ms

  





  

    		2021-04-08 11:07:52.103959

    		2.9 ms

  





  

    		2021-04-08 12:07:54.273925

    		-0.6 ms

  





  

    		2021-04-08 13:07:56.990557

    		0.6 ms

  





  

    		2021-04-08 14:07:59.952341

    		-0.2 ms

  





  

    		2021-04-08 15:08:01.958948

    		1.7 ms

  





  

    		2021-04-08 16:08:03.602163

    		-0.9 ms

  





  

    		2021-04-08 17:08:06.980471

    		1.6 ms

  





  

    		2021-04-08 18:08:08.84183

    		-1.7 ms

  





  

    		2021-04-08 19:08:10.496905

    		2.4 ms

  





  

    		2021-04-08 20:08:12.848743

    		-0.2 ms

  





  

    		2021-04-08 21:08:15.428028

    		0.2 ms

  





  

    		2021-04-08 22:08:16.854902

    		1.2 ms

  





  

    		2021-04-08 23:08:19.834393

    		0.9 ms

  





  

    		2021-04-09 00:08:21.735138

    		-0.4 ms

  





  

    		2021-04-09 01:08:24.034207

    		0.8 ms

  





  

    		2021-04-09 02:08:26.72049

    		1.6 ms

  





  

    		2021-04-09 03:08:28.847185

    		2.3 ms

  





  

    		2021-04-09 04:08:30.580668

    		0.2 ms

  





  

    		2021-04-09 05:08:32.655788

    		1.8 ms

  





  

    		2021-04-09 06:08:36.061226

    		-0.3 ms

  





  

    		2021-04-09 07:08:39.557312

    		2.3 ms

  





  

    		2021-04-09 08:08:42.324388

    		1.8 ms

  





  

    		2021-04-09 09:08:45.169478

    		0.7 ms

  





  

    		2021-04-09 10:08:46.664905

    		0.4 ms

  





  

    		2021-04-09 11:08:49.49931

    		1.5 ms

  





  

    		2021-04-09 12:08:51.962877

    		1.5 ms

  





  

    		2021-04-09 13:08:54.011988

    		2.0 ms

  





  

    		2021-04-09 14:08:55.838623

    		0.5 ms

  





  

    		2021-04-09 15:08:57.383111

    		-0.7 ms

  





  

    		2021-04-09 16:09:00.977455

    		1.1 ms

  





  

    		2021-04-09 17:09:04.050774

    		-1.0 ms

  





  

    		2021-04-09 18:09:05.631601

    		3.3 ms

  





  

    		2021-04-09 19:09:07.105097

    		2.9 ms

  





  

    		2021-04-09 20:09:09.852029

    		2.9 ms

  





  

    		2021-04-09 21:09:12.252614

    		0.2 ms

  





  

    		2021-04-09 22:09:14.867869

    		-0.3 ms

  





  

    		2021-04-09 23:09:18.046249

    		-0.2 ms

  





  

    		2021-04-10 00:09:19.736772

    		-1.0 ms

  





  

    		2021-04-10 01:09:21.402436

    		-1.4 ms

  





  

    		2021-04-10 02:09:23.344303

    		0.2 ms

  





  

    		2021-04-10 03:09:24.753944

    		-0.3 ms

  





  

    		2021-04-10 04:09:26.432917

    		1.0 ms

  





  

    		2021-04-10 05:09:30.036009

    		2.9 ms

  





  

    		2021-04-10 06:09:31.632993

    		0.8 ms

  





  

    		2021-04-10 07:09:34.346819

    		2.6 ms

  





  

    		2021-04-10 08:09:36.917255

    		2.2 ms

  





  

    		2021-04-10 09:09:38.871015

    		2.1 ms

  





  

    		2021-04-10 10:09:40.643148

    		-1.0 ms

  





  

    		2021-04-10 11:09:42.342617

    		1.6 ms

  





  

    		2021-04-10 12:09:45.05372

    		2.2 ms

  





  

    		2021-04-10 13:09:47.153847

    		1.0 ms

  





  

    		2021-04-10 14:09:49.339537

    		0.3 ms

  





  

    		2021-04-10 15:09:50.968073

    		2.3 ms

  





  

    		2021-04-10 16:09:55.015371

    		-0.7 ms

  





  

    		2021-04-10 17:09:56.402158

    		-0.5 ms

  





  

    		2021-04-10 18:09:59.380885

    		0.3 ms

  





  

    		2021-04-10 19:10:01.036805

    		3.2 ms

  





  

    		2021-04-10 20:10:02.511374

    		0.5 ms

  





  

    		2021-04-10 21:10:04.972303

    		2.4 ms

  





  

    		2021-04-10 22:10:07.515198

    		1.7 ms

  





  

    		2021-04-10 23:10:09.330231

    		-1.2 ms

  





  

    		2021-04-11 00:10:12.296672

    		-0.4 ms

  





  

    		2021-04-11 01:10:15.013167

    		0.9 ms

  





  

    		2021-04-11 02:10:18.065567

    		-2.0 ms

  





  

    		2021-04-11 03:10:20.323164

    		-0.2 ms

  





  

    		2021-04-11 04:10:22.132746

    		-1.7 ms

  





  

    		2021-04-11 05:10:24.751176

    		-0.5 ms

  





  

    		2021-04-11 06:10:26.791038

    		-0.4 ms

  





  

    		2021-04-11 07:10:29.609898

    		2.5 ms

  





  

    		2021-04-11 08:10:32.15594

    		1.7 ms

  





  

    		2021-04-11 09:10:33.854718

    		-0.5 ms

  





  

    		2021-04-11 10:10:35.373437

    		-1.9 ms

  





  

    		2021-04-11 11:10:39.07111

    		0.6 ms

  





  

    		2021-04-11 12:10:41.3509

    		-1.2 ms

  





  

    		2021-04-11 13:10:45.15188

    		0.5 ms

  





  

    		2021-04-11 14:10:46.807673

    		-3.2 ms

  





  

    		2021-04-11 15:10:50.116792

    		1.1 ms

  





  

    		2021-04-11 16:10:52.104747

    		0.3 ms

  





  

    		2021-04-11 17:10:54.74204

    		3.1 ms

  





  

    		2021-04-11 18:10:56.393555

    		0.6 ms

  





  

    		2021-04-11 19:10:58.777181

    		2.1 ms

  





  

    		2021-04-11 20:11:00.430921

    		-0.1 ms

  





  

    		2021-04-11 21:11:02.25144

    		2.2 ms

  





  

    		2021-04-11 22:11:05.552033

    		0.1 ms

  





  

    		2021-04-11 23:11:07.338437

    		1.4 ms

  





  

    		2021-04-12 00:11:08.983526

    		4.4 ms

  





  

    		2021-04-12 01:11:10.834885

    		0.3 ms

  





  

    		2021-04-12 02:11:13.397004

    		2.9 ms

  





  

    		2021-04-12 03:11:17.142668

    		3.1 ms

  





  

    		2021-04-12 04:11:19.259299

    		-0.8 ms

  





  

    		2021-04-12 05:11:21.514301

    		1.6 ms

  





  

    		2021-04-12 06:11:24.327852

    		-1.6 ms

  





  

    		2021-04-12 07:11:26.806481

    		-0.8 ms

  





  

    		2021-04-12 08:11:30.34129

    		0.2 ms

  





  

    		2021-04-12 09:11:32.370055

    		-0.4 ms

  





  

    		2021-04-12 10:11:35.7957

    		-0.1 ms

  





  

    		2021-04-12 11:11:38.22464

    		-1.1 ms

  





  

    		2021-04-12 12:12:16.192027

    		1.2 ms

  





  

    		2021-04-12 13:13:05.376283

    		0.1 ms

  





  

    		2021-04-12 14:13:07.158129

    		0.1 ms

  





  

    		2021-04-12 15:13:09.104204

    		2.4 ms

  





  

    		2021-04-12 16:13:12.702011

    		-0.2 ms

  





  

    		2021-04-12 17:13:16.245682

    		0.5 ms

  





  

    		2021-04-12 18:13:19.860226

    		-0.9 ms

  





  

    		2021-04-12 19:13:22.815554

    		0.1 ms

  





  

    		2021-04-12 20:13:24.42526

    		3.5 ms

  





  

    		2021-04-12 21:13:26.364671

    		0.2 ms

  





  

    		2021-04-12 22:13:29.261857

    		1.3 ms

  





  

    		2021-04-12 23:13:30.857089

    		-0.6 ms

  





  

    		2021-04-13 00:13:32.880083

    		-0.7 ms

  





  

    		2021-04-13 01:13:34.464514

    		-1.5 ms

  





  

    		2021-04-13 02:13:38.083712

    		1.8 ms

  





  

    		2021-04-13 03:13:39.783437

    		-0.5 ms

  





  

    		2021-04-13 04:13:42.798319

    		-0.9 ms

  





  

    		2021-04-13 05:13:46.045195

    		-0.2 ms

  





  

    		2021-04-13 06:13:49.557506

    		-0.7 ms

  





  

    		2021-04-13 07:13:51.375886

    		0.2 ms

  





  

    		2021-04-13 08:13:53.445201

    		0.9 ms

  





  

    		2021-04-13 09:13:56.711397

    		-2.4 ms

  





  

    		2021-04-13 10:14:00.047487

    		1.2 ms

  





  

    		2021-04-13 11:14:03.528673

    		-0.4 ms

  





  

    		2021-04-13 12:14:09.176835

    		-0.6 ms

  





  

    		2021-04-13 13:14:10.986552

    		-1.3 ms

  





  

    		2021-04-13 14:14:12.811734

    		-1.9 ms

  





  

    		2021-04-13 15:14:14.778964

    		2.4 ms

  





  

    		2021-04-13 16:14:16.439324

    		3.0 ms

  





  

    		2021-04-13 17:14:18.606364

    		2.2 ms

  





  

    		2021-04-13 18:14:20.60176

    		-0.5 ms

  





  

    		2021-04-13 19:14:23.817716

    		1.8 ms

  





  

    		2021-04-13 20:14:25.622051

    		0.8 ms

  





  

    		2021-04-13 21:14:27.137885

    		2.2 ms

  





  

    		2021-04-13 22:14:28.734061

    		0.7 ms

  





  

    		2021-04-13 23:14:30.304719

    		1.2 ms

  





  

    		2021-04-14 00:14:32.059769

    		-1.1 ms

  





  

    		2021-04-14 01:14:33.720104

    		-0.1 ms

  





  

    		2021-04-14 02:14:35.655915

    		0.6 ms

  





  

    		2021-04-14 03:14:38.147008

    		-0.2 ms

  





  

    		2021-04-14 04:14:41.468467

    		-1.5 ms

  





  

    		2021-04-14 05:14:43.130518

    		0.4 ms

  





  

    		2021-04-14 06:14:45.945128

    		-0.8 ms

  





  

    		2021-04-14 07:14:49.191021

    		0.0 ms

  





  

    		2021-04-14 08:14:52.098655

    		0.1 ms

  





  

    		2021-04-14 09:14:54.617793

    		0.8 ms

  





  

    		2021-04-14 10:14:57.18167

    		-1.5 ms

  





  

    		2021-04-14 11:14:59.316821

    		-1.4 ms

  





  

    		2021-04-14 12:15:01.294134

    		0.9 ms

  





  

    		2021-04-14 13:15:04.348683

    		0.5 ms

  





  

    		2021-04-14 14:15:06.705246

    		-0.9 ms

  





  

    		2021-04-14 15:15:08.681725

    		-0.4 ms

  





  

    		2021-04-14 16:15:11.55788

    		0.1 ms

  





  

    		2021-04-14 17:15:15.578075

    		0.6 ms

  





  

    		2021-04-14 18:15:18.314887

    		0.1 ms

  





  

    		2021-04-14 19:15:20.038348

    		1.1 ms

  





  

    		2021-04-14 20:15:22.461066

    		-1.8 ms

  





  

    		2021-04-14 21:15:24.220643

    		3.0 ms

  





  

    		2021-04-14 22:15:25.771044

    		2.1 ms

  





  

    		2021-04-14 23:15:27.470199

    		2.7 ms

  





  

    		2021-04-15 00:15:29.088644

    		3.2 ms

  





  

    		2021-04-15 01:15:31.172843

    		2.8 ms

  





  

    		2021-04-15 02:15:33.013942

    		3.4 ms

  





  

    		2021-04-15 03:15:34.899192

    		2.4 ms

  





  

    		2021-04-15 04:15:36.579884

    		3.2 ms

  





  

    		2021-04-15 05:15:38.057319

    		1.8 ms

  





  

    		2021-04-15 06:15:40.514172

    		1.8 ms

  





  

    		2021-04-15 07:15:43.018309

    		3.3 ms

  





  

    		2021-04-15 08:15:44.582129

    		0.9 ms

  





  

    		2021-04-15 09:15:47.634367

    		1.6 ms

  





  

    		2021-04-15 10:15:49.970159

    		-0.1 ms

  





  

    		2021-04-15 11:15:53.280142

    		1.3 ms

  





  

    		2021-04-15 12:15:55.104318

    		-0.4 ms

  





  

    		2021-04-15 13:15:57.016337

    		-2.4 ms

  





  

    		2021-04-15 14:15:59.092132

    		0.4 ms

  





  

    		2021-04-15 15:16:01.37767

    		-1.2 ms

  





  

    		2021-04-15 16:16:03.094437

    		1.6 ms

  





  

    		2021-04-15 17:16:05.424564

    		3.0 ms

  





  

    		2021-04-15 18:16:07.395823

    		0.7 ms

  





  

    		2021-04-15 19:16:09.974379

    		1.1 ms

  





  

    		2021-04-15 20:16:12.957418

    		-0.6 ms

  





  

    		2021-04-15 21:16:14.816073

    		-0.4 ms

  





  

    		2021-04-15 22:16:16.895117

    		-1.5 ms

  





  

    		2021-04-15 23:16:19.997228

    		-1.9 ms

  





  

    		2021-04-16 00:16:22.456777

    		-0.6 ms

  





  

    		2021-04-16 01:16:24.999541

    		-0.5 ms

  





  

    		2021-04-16 02:16:27.300408

    		2.8 ms

  





  

    		2021-04-16 03:16:30.122417

    		1.1 ms

  





  

    		2021-04-16 04:16:32.935952

    		2.1 ms

  





  

    		2021-04-16 05:16:36.204055

    		0.7 ms

  





  

    		2021-04-16 06:16:38.981628

    		2.3 ms

  





  

    		2021-04-16 07:16:41.988416

    		2.0 ms

  





  

    		2021-04-16 08:16:44.360819

    		-1.0 ms

  





  

    		2021-04-16 09:16:48.004375

    		-2.6 ms

  





  

    		2021-04-16 10:16:50.103638

    		-0.9 ms

  





  

    		2021-04-16 11:16:52.239753

    		0.8 ms

  





  

    		2021-04-16 12:16:54.553807

    		-0.8 ms

  





  

    		2021-04-16 13:16:56.418501

    		-0.2 ms

  





  

    		2021-04-16 14:16:59.219143

    		2.4 ms

  





  

    		2021-04-16 15:17:01.005305

    		-0.5 ms

  





  

    		2021-04-16 16:17:03.22498

    		-0.5 ms

  





  

    		2021-04-16 17:17:05.699503

    		3.0 ms

  





  

    		2021-04-16 18:17:08.226425

    		1.5 ms

  





  

    		2021-04-16 19:17:10.771042

    		-0.8 ms

  





  

    		2021-04-16 20:17:13.874816

    		-1.7 ms

  





  

    		2021-04-16 21:17:16.660137

    		-0.2 ms

  





  

    		2021-04-16 22:17:18.816886

    		-2.0 ms

  





  

    		2021-04-16 23:17:21.242613

    		0.7 ms

  





  

    		2021-04-17 00:17:23.442682

    		2.7 ms

  





  

    		2021-04-17 01:17:26.122135

    		1.8 ms

  





  

    		2021-04-17 02:17:27.740109

    		1.8 ms

  





  

    		2021-04-17 03:17:29.999807

    		2.4 ms

  





  

    		2021-04-17 04:17:32.408113

    		-0.9 ms

  





  

    		2021-04-17 05:17:35.486434

    		0.5 ms

  





  

    		2021-04-17 06:17:38.519987

    		0.9 ms

  





  

    		2021-04-17 07:17:41.029639

    		3.0 ms

  





  

    		2021-04-17 08:17:43.162014

    		2.5 ms

  





  

    		2021-04-17 09:17:45.025324

    		-1.6 ms

  





  

    		2021-04-17 10:17:47.530676

    		0.3 ms

  





  

    		2021-04-17 11:17:50.789551

    		-0.8 ms

  





  

    		2021-04-17 12:17:55.111505

    		-1.5 ms

  





  

    		2021-04-17 13:17:57.372904

    		0.6 ms

  





  

    		2021-04-17 14:17:59.746275

    		0.0 ms

  





  

    		2021-04-17 15:18:02.616186

    		2.1 ms

  





  

    		2021-04-17 16:18:05.866769

    		0.4 ms

  





  

    		2021-04-17 17:18:08.64569

    		1.1 ms

  





  

    		2021-04-17 18:18:10.69702

    		0.8 ms

  





  

    		2021-04-17 19:18:13.749103

    		0.7 ms

  





  

    		2021-04-17 20:18:16.202636

    		1.0 ms

  





  

    		2021-04-17 21:18:18.286156

    		1.7 ms

  





  

    		2021-04-17 22:18:21.00447

    		0.8 ms

  





  

    		2021-04-17 23:18:22.627478

    		2.7 ms

  





  

    		2021-04-18 00:18:24.370702

    		1.4 ms

  





  

    		2021-04-18 01:18:26.542647

    		1.8 ms

  





  

    		2021-04-18 02:18:28.535098

    		0.6 ms

  





  

    		2021-04-18 03:18:30.504641

    		1.4 ms

  





  

    		2021-04-18 04:18:32.897851

    		2.1 ms

  





  

    		2021-04-18 05:18:34.767369

    		3.8 ms

  





  

    		2021-04-18 06:18:37.68606

    		2.0 ms

  





  

    		2021-04-18 07:18:40.297268

    		1.7 ms

  





  

    		2021-04-18 08:18:43.762657

    		-0.8 ms

  





  

    		2021-04-18 09:18:47.719873

    		1.6 ms

  





  

    		2021-04-18 10:18:50.912405

    		-2.1 ms

  





  

    		2021-04-18 11:18:54.888104

    		1.7 ms

  





  

    		2021-04-18 12:18:57.779503

    		0.2 ms

  





  

    		2021-04-18 13:19:01.753062

    		2.5 ms

  





  

    		2021-04-18 14:19:04.435592

    		3.4 ms

  





  

    		2021-04-18 15:19:06.083406

    		3.3 ms

  





  

    		2021-04-18 16:19:09.182403

    		2.9 ms

  





  

    		2021-04-18 17:19:12.448946

    		2.0 ms

  





  

    		2021-04-18 18:19:20.947874

    		-0.4 ms

  





  

    		2021-04-18 19:19:29.285401

    		-0.7 ms

  





  

    		2021-04-18 20:19:38.642149

    		2.2 ms

  





  

    		2021-04-18 21:19:46.899559

    		0.3 ms

  





  

    		2021-04-18 22:19:55.222606

    		-0.5 ms

  





  

    		2021-04-18 23:19:56.931477

    		0.3 ms

  





  

    		2021-04-19 00:19:59.07993

    		0.1 ms

  





  

    		2021-04-19 01:20:02.096473

    		2.5 ms

  





  

    		2021-04-19 02:20:04.197473

    		0.4 ms

  





  

    		2021-04-19 03:20:05.791932

    		0.4 ms

  





  

    		2021-04-19 04:20:09.07873

    		-1.6 ms

  





  

    		2021-04-19 05:20:11.874351

    		2.1 ms

  





  

    		2021-04-19 06:20:13.921641

    		-0.8 ms

  





  

    		2021-04-19 07:20:15.452291

    		2.1 ms

  





  

    		2021-04-19 08:20:18.338846

    		0.8 ms

  





  

    		2021-04-19 09:20:20.531038

    		0.4 ms

  





  

    		2021-04-19 10:20:22.509452

    		-0.2 ms

  





  

    		2021-04-19 11:20:24.429028

    		-3.0 ms

  





  

    		2021-04-19 12:20:26.912889

    		-0.5 ms

  





  

    		2021-04-19 13:20:30.518824

    		-2.1 ms

  





  

    		2021-04-19 14:20:32.549474

    		-1.6 ms

  





  

    		2021-04-19 15:20:34.436001

    		1.4 ms

  





  

    		2021-04-19 16:20:35.920362

    		3.1 ms

  





  

    		2021-04-19 17:20:37.766603

    		2.9 ms

  





  

    		2021-04-19 18:20:41.080666

    		-0.1 ms

  





  

    		2021-04-19 19:20:43.523724

    		1.7 ms

  





  

    		2021-04-19 20:20:46.656447

    		-0.6 ms

  





  

    		2021-04-19 21:20:49.403317

    		1.8 ms

  





  

    		2021-04-19 22:20:51.860531

    		1.7 ms

  





  

    		2021-04-19 23:20:54.363803

    		1.4 ms

  





  

    		2021-04-20 00:20:56.584415

    		-0.3 ms

  





  

    		2021-04-20 01:20:58.554043

    		-0.6 ms

  





  

    		2021-04-20 02:21:00.299408

    		-0.4 ms

  





  

    		2021-04-20 03:21:01.876393

    		1.7 ms

  





  

    		2021-04-20 04:21:04.40158

    		1.2 ms

  





  

    		2021-04-20 05:21:06.019837

    		3.7 ms

  





  

    		2021-04-20 06:21:07.973323

    		3.7 ms

  





  

    		2021-04-20 07:21:10.033732

    		3.3 ms

  





  

    		2021-04-20 08:21:13.373329

    		2.3 ms

  





  

    		2021-04-20 09:21:15.215584

    		1.1 ms

  





  

    		2021-04-20 10:21:17.054945

    		2.6 ms

  





  

    		2021-04-20 11:21:19.274294

    		0.1 ms

  





  

    		2021-04-20 12:21:22.272578

    		1.0 ms

  





  

    		2021-04-20 13:21:32.464934

    		2.1 ms

  





  

    		2021-04-20 14:21:34.047503

    		0.5 ms

  





  

    		2021-04-20 15:21:35.577089

    		-0.7 ms

  





  

    		2021-04-20 16:21:38.914426

    		-0.3 ms

  





  

    		2021-04-20 17:21:40.95837

    		-1.0 ms

  





  

    		2021-04-20 18:21:42.780547

    		-1.6 ms

  





  

    		2021-04-20 19:21:44.497751

    		0.5 ms

  





  

    		2021-04-20 20:21:46.056944

    		1.0 ms

  





  

    		2021-04-20 21:21:47.542197

    		-1.1 ms

  





  

    		2021-04-20 22:21:49.853794

    		1.7 ms

  





  

    		2021-04-20 23:21:51.531706

    		2.0 ms

  





  

    		2021-04-21 00:21:54.588222

    		-0.1 ms

  





  

    		2021-04-21 01:21:56.979092

    		-1.2 ms

  





  

    		2021-04-21 02:21:58.794352

    		0.5 ms

  





  

    		2021-04-21 03:22:00.245086

    		-0.7 ms

  





  

    		2021-04-21 04:22:02.776651

    		0.6 ms

  





  

    		2021-04-21 05:22:04.431335

    		2.5 ms

  





  

    		2021-04-21 06:22:06.930348

    		0.0 ms

  





  

    		2021-04-21 07:22:08.579656

    		0.1 ms

  





  

    		2021-04-21 08:22:09.976606

    		0.1 ms

  





  

    		2021-04-21 09:22:12.169457

    		5.8 ms

  





  

    		2021-04-21 10:22:14.294149

    		3.1 ms

  





  

    		2021-04-21 11:22:16.925252

    		-0.1 ms

  





  

    		2021-04-21 12:22:20.212568

    		-0.7 ms

  





  

    		2021-04-21 13:22:22.520897

    		1.4 ms

  





  

    		2021-04-21 14:22:24.220599

    		3.0 ms

  





  

    		2021-04-21 15:22:27.259848

    		1.6 ms

  





  

    		2021-04-21 16:22:29.660077

    		2.3 ms

  





  

    		2021-04-21 17:22:32.603371

    		-0.7 ms

  





  

    		2021-04-21 18:22:35.393907

    		1.7 ms

  





  

    		2021-04-21 19:22:38.178232

    		2.8 ms

  





  

    		2021-04-21 20:22:40.863736

    		0.8 ms

  





  

    		2021-04-21 21:22:42.558962

    		0.5 ms

  





  

    		2021-04-21 22:22:44.496757

    		0.7 ms

  





  

    		2021-04-21 23:22:46.075111

    		-0.1 ms

  





  

    		2021-04-22 00:22:48.58365

    		-1.6 ms

  





  

    		2021-04-22 01:22:51.335894

    		-3.4 ms

  





  

    		2021-04-22 02:22:55.01692

    		-0.4 ms

  





  

    		2021-04-22 03:22:57.468135

    		-3.9 ms

  





  

    		2021-04-22 04:22:59.767869

    		-0.5 ms

  





  

    		2021-04-22 05:23:02.595068

    		-0.1 ms

  





  

    		2021-04-22 06:23:04.73009

    		0.7 ms

  





  

    		2021-04-22 07:23:07.972123

    		2.5 ms

  





  

    		2021-04-22 08:23:09.95495

    		0.1 ms

  





  

    		2021-04-22 09:23:13.101424

    		3.2 ms

  





  

    		2021-04-22 10:23:15.306829

    		1.8 ms

  





  

    		2021-04-22 11:23:17.139593

    		2.7 ms

  





  

    		2021-04-22 12:23:18.833024

    		1.2 ms

  





  

    		2021-04-22 13:23:21.765796

    		0.6 ms

  





  

    		2021-04-22 14:23:24.571316

    		0.1 ms

  





  

    		2021-04-22 15:23:26.527885

    		1.7 ms

  





  

    		2021-04-22 16:23:28.971152

    		0.1 ms

  





  

    		2021-04-22 17:23:31.358246

    		1.3 ms

  





  

    		2021-04-22 18:23:33.651474

    		1.1 ms

  





  

    		2021-04-22 19:23:36.075847

    		-1.2 ms

  





  

    		2021-04-22 20:23:37.974468

    		-1.6 ms

  





  

    		2021-04-22 21:23:39.772468

    		0.7 ms

  





  

    		2021-04-22 22:23:43.572592

    		0.6 ms

  





  

    		2021-04-22 23:23:45.675116

    		-0.6 ms

  





  

    		2021-04-23 00:23:47.316726

    		0.5 ms

  





  

    		2021-04-23 01:23:50.345349

    		-1.4 ms

  





  

    		2021-04-23 02:23:53.355518

    		3.4 ms

  





  

    		2021-04-23 03:23:55.789775

    		1.3 ms

  





  

    		2021-04-23 04:23:57.383219

    		2.4 ms

  





  

    		2021-04-23 05:24:00.000211

    		4.8 ms

  





  

    		2021-04-23 06:24:02.920281

    		2.5 ms

  





  

    		2021-04-23 07:24:04.548425

    		4.4 ms

  





  

    		2021-04-23 08:24:07.223896

    		3.6 ms

  





  

    		2021-04-23 09:24:09.763028

    		2.1 ms

  





  

    		2021-04-23 10:24:12.601482

    		0.1 ms

  





  

    		2021-04-23 11:24:14.085946

    		2.0 ms

  





  

    		2021-04-23 12:24:16.090297

    		-1.0 ms

  





  

    		2021-04-23 13:24:17.814992

    		-1.5 ms

  





  

    		2021-04-23 14:24:21.343957

    		-1.6 ms

  





  

    		2021-04-23 15:24:23.418068

    		-0.8 ms

  





  

    		2021-04-23 16:24:25.4296

    		-1.7 ms

  





  

    		2021-04-23 17:24:27.431745

    		1.9 ms

  





  

    		2021-04-23 18:24:29.524575

    		-1.4 ms

  





  

    		2021-04-23 19:24:31.971892

    		1.0 ms

  





  

    		2021-04-23 20:24:34.708118

    		-0.8 ms

  





  

    		2021-04-23 21:24:36.677831

    		-1.8 ms

  





  

    		2021-04-23 22:24:38.312823

    		0.6 ms

  





  

    		2021-04-23 23:24:41.153896

    		2.0 ms

  





  

    		2021-04-24 00:24:42.983271

    		-1.0 ms

  





  

    		2021-04-24 01:24:44.715335

    		2.6 ms

  





  

    		2021-04-24 02:24:46.54586

    		2.7 ms

  





  

    		2021-04-24 03:24:48.813526

    		3.1 ms

  





  

    		2021-04-24 04:24:51.512593

    		2.8 ms

  





  

    		2021-04-24 05:24:53.222686

    		0.7 ms

  





  

    		2021-04-24 06:24:56.380254

    		-0.5 ms

  





  

    		2021-04-24 07:24:58.333776

    		0.0 ms

  





  

    		2021-04-24 08:25:01.68917

    		-0.6 ms

  





  

    		2021-04-24 09:25:03.239105

    		-0.1 ms

  





  

    		2021-04-24 10:25:05.292092

    		0.5 ms

  





  

    		2021-04-24 11:25:07.066771

    		3.0 ms

  





  

    		2021-04-24 12:25:09.003539

    		0.9 ms

  





  

    		2021-04-24 13:25:12.073927

    		-0.5 ms

  





  

    		2021-04-24 14:25:14.348106

    		0.8 ms

  





  

    		2021-04-24 15:25:17.628915

    		2.5 ms

  





  

    		2021-04-24 16:25:19.28935

    		0.0 ms

  





  

    		2021-04-24 17:25:21.565718

    		-0.2 ms

  





  

    		2021-04-24 18:25:23.248874

    		1.3 ms

  





  

    		2021-04-24 19:25:26.203918

    		-1.2 ms

  





  

    		2021-04-24 20:25:27.839797

    		-0.9 ms

  





  

    		2021-04-24 21:25:31.136493

    		-0.3 ms

  





  

    		2021-04-24 22:25:34.148404

    		0.7 ms

  





  

    		2021-04-24 23:25:36.624035

    		-2.4 ms

  





  

    		2021-04-25 00:25:39.316232

    		-1.1 ms

  





  

    		2021-04-25 01:25:42.299274

    		0.6 ms

  





  

    		2021-04-25 02:25:43.909401

    		-0.5 ms

  





  

    		2021-04-25 03:25:46.117888

    		1.8 ms

  





  

    		2021-04-25 04:25:48.590452

    		-1.2 ms

  





  

    		2021-04-25 05:25:50.211124

    		1.5 ms

  





  

    		2021-04-25 06:25:53.806241

    		0.0 ms

  





  

    		2021-04-25 07:25:55.502792

    		-1.8 ms

  





  

    		2021-04-25 08:25:57.099648

    		0.0 ms

  





  

    		2021-04-25 09:25:59.721309

    		1.9 ms

  





  

    		2021-04-25 10:26:01.578128

    		0.9 ms

  





  

    		2021-04-25 11:26:04.230969

    		1.5 ms

  





  

    		2021-04-25 12:26:07.535841

    		0.5 ms

  





  

    		2021-04-25 13:26:11.289584

    		0.6 ms

  





  

    		2021-04-25 14:26:13.875896

    		1.4 ms

  





  

    		2021-04-25 15:26:16.444051

    		0.5 ms

  





  

    		2021-04-25 16:26:18.909739

    		3.0 ms

  





  

    		2021-04-25 17:26:21.797117

    		1.4 ms

  





  

    		2021-04-25 18:26:23.945421

    		0.2 ms

  





  

    		2021-04-25 19:26:26.985779

    		2.4 ms

  





  

    		2021-04-25 20:26:31.234108

    		0.2 ms

  





  

    		2021-04-25 21:26:32.763809

    		4.1 ms

  





  

    		2021-04-25 22:26:35.158869

    		2.7 ms

  





  

    		2021-04-25 23:26:37.221582

    		2.6 ms

  





  

    		2021-04-26 00:26:39.079851

    		-1.1 ms

  





  

    		2021-04-26 01:26:40.913434

    		-5.5 ms

  





  

    		2021-04-26 02:26:42.632263

    		-2.8 ms

  





  

    		2021-04-26 03:26:45.003172

    		-2.9 ms

  





  

    		2021-04-26 04:26:46.673765

    		0.4 ms

  





  

    		2021-04-26 05:26:48.333646

    		-0.3 ms

  





  

    		2021-04-26 06:26:50.400349

    		1.5 ms

  





  

    		2021-04-26 07:26:52.455231

    		2.5 ms

  





  

    		2021-04-26 08:26:54.531865

    		0.4 ms

  





  

    		2021-04-26 09:26:57.09847

    		-1.8 ms

  





  

    		2021-04-26 10:26:59.631546

    		-3.4 ms

  





  

    		2021-04-26 11:27:02.684253

    		1.4 ms

  





  

    		2021-04-26 12:27:05.849059

    		-0.6 ms

  





  

    		2021-04-26 13:27:07.620135

    		2.2 ms

  





  

    		2021-04-26 14:27:11.229081

    		0.6 ms

  





  

    		2021-04-26 15:27:13.464634

    		-3.4 ms

  





  

    		2021-04-26 16:27:15.260533

    		0.4 ms

  





  

    		2021-04-26 17:27:17.930847

    		1.8 ms

  





  

    		2021-04-26 18:27:20.021795

    		1.8 ms

  





  

    		2021-04-26 19:27:21.926902

    		2.2 ms

  





  

    		2021-04-26 20:27:24.054862

    		2.9 ms

  





  

    		2021-04-26 21:27:26.38532

    		1.8 ms

  





  

    		2021-04-26 22:27:29.744219

    		1.4 ms

  





  

    		2021-04-26 23:27:32.25417

    		3.0 ms

  





  

    		2021-04-27 00:27:35.543002

    		1.5 ms

  





  

    		2021-04-27 01:27:37.255681

    		3.1 ms

  





  

    		2021-04-27 02:27:39.011314

    		1.4 ms

  





  

    		2021-04-27 03:27:40.59235

    		0.2 ms

  





  

    		2021-04-27 04:27:43.888557

    		-1.7 ms

  





  

    		2021-04-27 05:27:45.393307

    		-0.9 ms

  





  

    		2021-04-27 06:27:48.081637

    		-0.7 ms

  





  

    		2021-04-27 07:27:49.754251

    		4.1 ms

  





  

    		2021-04-27 08:27:52.723582

    		3.0 ms

  





  

    		2021-04-27 09:27:55.793959

    		-0.2 ms

  





  

    		2021-04-27 10:27:57.834683

    		-1.3 ms

  





  

    		2021-04-27 11:27:59.478507

    		-2.2 ms

  





  

    		2021-04-27 12:28:02.103825

    		2.7 ms

  





  

    		2021-04-27 13:28:04.484839

    		-4.3 ms

  





  

    		2021-04-27 14:28:06.219621

    		1.8 ms

  





  

    		2021-04-27 15:28:08.557686

    		-0.7 ms

  





  

    		2021-04-27 16:28:10.700185

    		-1.3 ms

  





  

    		2021-04-27 17:28:13.222628

    		0.1 ms

  





  

    		2021-04-27 18:28:15.47876

    		2.3 ms

  





  

    		2021-04-27 19:28:18.278122

    		0.1 ms

  





  

    		2021-04-27 20:28:20.993571

    		-1.4 ms

  





  

    		2021-04-27 21:28:22.891147

    		-0.4 ms

  





  

    		2021-04-27 22:28:25.132384

    		3.7 ms

  





  

    		2021-04-27 23:28:27.604673

    		0.1 ms

  





  

    		2021-04-28 00:28:29.272713

    		1.8 ms

  





  

    		2021-04-28 01:28:30.829129

    		0.7 ms

  





  

    		2021-04-28 02:28:32.624976

    		-1.0 ms

  





  

    		2021-04-28 03:28:36.318553

    		1.9 ms

  





  

    		2021-04-28 04:28:39.556462

    		0.8 ms

  





  

    		2021-04-28 05:28:41.622644

    		-0.3 ms

  





  

    		2021-04-28 06:28:43.656257

    		3.1 ms

  





  

    		2021-04-28 07:28:45.963038

    		1.8 ms

  





  

    		2021-04-28 08:28:48.760014

    		2.0 ms

  





  

    		2021-04-28 09:28:51.621228

    		-0.8 ms

  





  

    		2021-04-28 10:28:54.296238

    		0.9 ms

  





  

    		2021-04-28 11:28:56.225556

    		0.5 ms

  





  

    		2021-04-28 12:29:00.386173

    		1.0 ms

  





  

    		2021-04-28 13:29:02.419675

    		-0.4 ms

  





  

    		2021-04-28 14:29:05.475961

    		-1.0 ms

  





  

    		2021-04-28 15:29:08.378022

    		-0.7 ms

  





  

    		2021-04-28 16:29:11.096919

    		0.1 ms

  





  

    		2021-04-28 17:29:13.14127

    		1.1 ms

  





  

    		2021-04-28 18:29:14.827216

    		0.7 ms

  





  

    		2021-04-28 19:29:18.234619

    		-0.8 ms

  





  

    		2021-04-28 20:29:20.894674

    		-1.8 ms

  





  

    		2021-04-28 21:29:23.510317

    		-1.7 ms

  





  

    		2021-04-28 22:29:28.017277

    		0.1 ms

  





  

    		2021-04-28 23:29:31.440943

    		-2.5 ms

  





  

    		2021-04-29 00:29:35.268556

    		0.1 ms

  





  

    		2021-04-29 01:29:37.5396

    		-4.8 ms

  





  

    		2021-04-29 02:29:39.253116

    		1.8 ms

  





  

    		2021-04-29 03:29:42.386019

    		-0.1 ms

  





  

    		2021-04-29 04:29:45.381359

    		1.1 ms

  





  

    		2021-04-29 05:29:47.940911

    		1.6 ms

  





  

    		2021-04-29 06:29:50.689536

    		2.0 ms

  





  

    		2021-04-29 07:29:53.434785

    		4.9 ms

  





  

    		2021-04-29 08:29:55.402182

    		1.5 ms

  





  

    		2021-04-29 09:29:57.886476

    		-0.2 ms

  





  

    		2021-04-29 10:30:00.240062

    		-0.1 ms

  





  

    		2021-04-29 11:30:02.257085

    		-0.6 ms

  





  

    		2021-04-29 12:30:03.973678

    		2.6 ms

  





  

    		2021-04-29 13:30:05.76995

    		1.1 ms

  





  

    		2021-04-29 14:30:09.236982

    		2.3 ms

  





  

    		2021-04-29 15:30:10.72685

    		0.0 ms

  





  

    		2021-04-29 16:30:12.700922

    		1.2 ms

  





  

    		2021-04-29 17:30:14.405834

    		-0.1 ms

  





  

    		2021-04-29 18:30:16.132965

    		1.0 ms

  





  

    		2021-04-29 19:30:18.161922

    		-0.5 ms

  





  

    		2021-04-29 20:30:20.411704

    		-0.5 ms

  





  

    		2021-04-29 21:30:22.875321

    		-0.6 ms

  





  

    		2021-04-29 22:30:24.748323

    		1.5 ms

  





  

    		2021-04-29 23:30:27.597479

    		3.3 ms

  





  

    		2021-04-30 00:30:29.512349

    		0.9 ms

  





  

    		2021-04-30 01:30:33.344641

    		-0.3 ms

  





  

    		2021-04-30 02:30:36.012962

    		-1.2 ms

  





  

    		2021-04-30 03:30:38.474246

    		0.1 ms

  





  

    		2021-04-30 04:30:41.244159

    		-0.8 ms

  





  

    		2021-04-30 05:30:43.899966

    		1.5 ms

  





  

    		2021-04-30 06:30:46.72865

    		1.0 ms

  





  

    		2021-04-30 07:30:48.956767

    		0.7 ms

  





  

    		2021-04-30 08:30:51.371712

    		2.2 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2021-04-21 14:58:09.442 UTC

    		83.185.33.4

    		Annelie Helsing (AH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 14:58:11.45 UTC

    		83.185.33.4

    		Annelie Helsing (AH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-21 15:08:45.061 UTC

    		78.68.162.130

    		Harald Bengtsson (HB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 15:08:54.379 UTC

    		78.68.162.130

    		Harald Bengtsson (HB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-21 15:15:13.992 UTC

    		81.228.197.121

    		Annette Tiljander (AT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 15:15:27.943 UTC

    		81.228.197.121

    		Annette Tiljander (AT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-21 15:18:46.499 UTC

    		213.67.162.33

    		Lena Schelin (LS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 15:19:08.043 UTC

    		213.67.162.33

    		Lena Schelin (LS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-21 15:26:02.703 UTC

    		94.103.193.112

    		Hans Löwlund (använd denna) (HL(d) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 15:26:29.595 UTC

    		94.103.193.112

    		Hans Löwlund (använd denna) (HL(d) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-21 15:35:57.289 UTC

    		85.226.120.192

    		Monica Bloom (MB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 15:36:37.599 UTC

    		85.226.120.192

    		Monica Bloom (MB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-21 17:12:11.497 UTC

    		217.211.214.120

    		Jörgen Sundqvist denna) (JSd) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 17:12:25.568 UTC

    		217.211.214.120

    		Jörgen Sundqvist denna) (JSd) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-21 18:52:29.02 UTC

    		213.89.236.41

    		Jan Åhlander (JÅ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-21 18:52:55.775 UTC

    		213.89.236.41

    		Jan Åhlander (JÅ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-30 08:44:25.589 UTC

    		2.64.82.144

    		Peter Nylander (PN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-30 08:44:47.093 UTC

    		2.64.82.144

    		Peter Nylander (PN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  

  

    		2021-04-30 09:02:14.59 UTC

    		10.86.20.28

    		Henrik Persson (HP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2021-04-30 09:03:19.8 UTC

    		10.86.20.28

    		Henrik Persson (HP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2021-04-06 14:16:57 UTC.

  









